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Foreword

This Anti-Money Laundering an€ombattingt he Fi nancing of Terrori
consolidates t he Financi al Servi cemonefCommi s
laundering, financing of terrorism and financing of proliferation of weapons of mass
destruction.

This Handbook aims to enhancen der st andi ng of FSC’ s expect
institutions assess the adequacy of their internal systems and controls and remedy deficiencies
with the aim of combatting laundering of criminal proceeds, the financing of terrorism and the
financingof proliferation of weapons of mass destruction (henceforth referred to collectively

as “ML and TF"). lts objectives are to pr o
institution in complying with the AML/CFT laws.

It is designed to help finaraldi institutions adopt a more effective, Asksed and outcome

focused approach. The Handbook does not include guidance on all the ML and TF risks a
financial institution may face. The s@lfs s e s s me n't guestions and *“¢c
examples used ithe Handbook are not exhaustive.

The good practice examples present ways, but not the only ways, in which financial institutions
might comply with applicable rules and legal requirements. The Handbook is not the only
source of guidance on ML and THnarcial institutions are reminded that other international
bodies like the Financial Action Task Force produce guidance that may also be relevant and
useful.

Guidance in this Handbook should be applied in abessed proportionate way. This includes
taking into account the size, nature and complexity of a financial institution when deciding
whether a certain example of good or poor practice is relevant to its business.
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Chapter 1

1.1. Introduction

The FSC strongly believes that the key to the prevention and detection of money laundering
and the financing of terrorism lies in the implementation of, and strict adherence to, effective
systems and control s, i ncl udi nnieaswes basetl orc ust o
international standards.

The Handbook aims at assistirigancial institutions in meeting their obligations under the
Financial Intelligence and AnMoney Launéring Act ( * F 1 AMdndthe Financial
Intelligence and AntMoney Laundér ng Regul ati ons (‘FI AML Regul

1.2. Legislative Framework

Mauritius has taken several important steps over the past years to enact legislation that has
strengthened the country’s money | aundering

Mauritius brought a number of amendments to its AML/CFT framework through the Finance
(Miscellaneous Provisions) Act 2018, Act 11 of 2018, which was gazetted on 9 August 2018
in Government Gazette 71 of 2018. The relevant amendments introduced by thee Fina
(Miscellaneous Provisions) Act 2018 are in force and aim at strengthening the national
AML/CFT framework by, inter alia:

(@) enhancing the existing legal framework for preventive measures that apply to financial
institutions and Designatédon-FinancialBu si nesses and Professioc

(b)  extending the scope of the FIAMLA to include proliferatforancing

(c) establishing a legal framework to support the National Risk Assessment exercise.

(d) providing a general penalty for contravention of those provisabitise FIAMLA for

which no specific penalty was set out.

In addition, a new set of regulations namely, ML Regulations 2018vere promulgated

on 28 September 2018 and became effective on 01 October 2018. The Regulations 2018
revoked the Financiahtelligence and ArtMoney Laundering Regulations 2003 and address,
inter alia,the following FATF requirements:

(@ Customer Due Diligence;

(b) Politically exposed persons;
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(c) Correspondent banking;

(d) Money or value transfer services;
(e) New technologies;

() Wire transfers

(9) Reliance on third parties; and

(h) Internal control and foreign branches and subsidiaries.

On 21 May 2019, the United Nations (Financial Prohibitions, Arms Embargo and Travel Ban)
Sanctions Act 2019 and the Asoney Laundering and Combatting the Financing of
Terrorism and Proliferation (Miscellaneous Provisions) Act 2019 were enacted arattsoth
came into operation on the 29 May 2019.

The United Nations (Financial Prohibitions, Arms Embargo and Travel Ban) Sanctions Act
2019enables Mauritius to implement the measures under all the United Nations Security
Council Resolutions and deal with other matters of international concern, ane &ffgict to

Article 41 of the Charter of the United Nations.

1.3. Scope of the Handbook

This Handbook is issued to assist financial institutions in complying with the requirements of

the relevant legislations (that is, the FIAMLA and FIAML Regulations 20f8rtaining to

ML and TF, financi al crime and related offe
system from ML and TF abuses.

This Handbookai ms t o enhance understanding of FSC
institutions assess the adegy of their internal systems and controls and remedy deficiencies
with the aim of combéhg ML and TF. The purpose of the Handbook is to:

(a) assist financial institutions in understanding their obligations and complying with the
requirements of the FIAMA andFIAML Regulations 2018

(b) provide guidelines to financial institutions in terms of best practice, in order to uphold
the country’s reputation as a sound inter

(c) set the minimum criteria to be followed by all financial insitdns in the event that
there is knowledge, suspicion or reasonable grounds to suspect ML and TF;

(d) promote the use of a proportionate, +isdsed approach to CDD and Enhanced Due
Diligence (“EDD”) measur es,;

(e) promote strong internal controls within finandidtitutions;
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() ensure compliance with international standards; and
(g0 emphasise particular ML/TF risks of certain services and products offered by financial

institutions in Mauritius.

This Handbook does not aim to prescribe an exhaustive listaoimmended AML/CFT
practices. A reasonable, proportionate and intelligentlrésed approach is required. Each
financial institution must consider its own particular circumstances. This includes additional
measures that may be necessary to preventptsitation and that of its products and services,

by persons seeking to launder criminal property or to finance terrorism. Tressefsment
guestions and “good or poor pr act ieghaustivee x a mp |

The examples of good practice(s)’ depict situations
comply with the applicable legal requirements. The Handbook is not the only source of
guidance on ML and TF. Financial institutions are reminded that other international bodies like

the Financial Action Task ForceHATF') produce guidance that may also be relevant and

useful.

The application of this Handbook should be on abiaked proportionate way. This includes
taking into account the size, nature and complexity of a finbms#tution when deciding
whether good or poor practice exercised by the financial institution is relevant to its business.

Whilst the FSC recognises that financial institutions may already have systems and procedures

in place which, although not idead#l to those outlined in the Handbook, would nevertheless

be subject to controls and procedures imposed by the FSC and which are at least equal to if not
higher than those contained in the Handbook. This will be taken into account by the FSC when
assessinf he adequacy of a financi al institution’

1.4. Status of the Handbook

This Handbook is designed to provide guidance to all financial institutions. A financial
institution is an institution, or a person, licensed or registered or rdauairbe licensed or
registered under

€) section 14, 77, 77A or 79A of the Financial Services Act;
(b)  the Insurance Act;

(© the Securities Act; or

(d)  the Captive Insurance Act 2015.
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The FSC issues guides for various purposes, including to illustrate and provide examples of
best practice, and assist financial institutions in complying with legislation.

The guidance in this Handboaknat enforceablebut are illustrative to the extethat whoever
follows it, would tend to indicate compliance with the legislative provisions (i.e FIAhé
FIAML Regulations 2018), and vice versa.

1.5. Failure to Comply with FIAMLAandFIAML Regulations 2018

Section 32A and Regulation 33 of the FIAMIaAd FIAML Regulations 2018 respectively set
out the offences for contravening the requirements of the FIAMLA and FIAML Regulations
2018. Failure to comply with the FIAMLA&nd FIAML Regulations 2018 may result in
regulatory action.

Failure to comply withite minimum requirements of the FIAMLAndFIAML Regulations
2018 may be regarded by the FSC as an indication of:

(&  conduct that is not in the best economic interests, or which damages the reputation of
Mauritius; and/or

(b) lack of fithess and propriety.

The level of compliance of a financial institution and any assessment of the fithess and
propriety of its controllers and beneficial owners or other key persons (such as Compliance
Officer and Money Laundering Reporting Officer) where appropriate will therefoectly
impact on the status of its licence.

This may therefore result in regulatory action and dependirtgeoseverity of the breach, it

may result in revocation of a licence of a business. Actions under the Administrative Penalties
Regulatory Framwork (approved by the Board of the FSC on 24 July 2019 and issued on 19
August 2019) may also apply as appropriate.

The FSC will take this Handbook into account when assessing the level of compliance with the
FIAMLA andFIAML Regulations 2018 while condting its onsite visits.
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1.6. Financial Action Task Force Recommendations

The Financi al Acti on Task F egoveremeritd bodyThat ) i s
develops and promotes policies to protect the global financial system against ML, TF and the
financing of the proliferation of weapons of mass destruction. The FATF Recommendations

are recognised as the global standards in respect of AML/CFT.

A link to the 2012 FATF 40 Recommendations, upon which this guidance is based, can be
foundhere

1.7. Compliance Culture

The FSC recognises that effective AML/CFT policies and procedures can only be delivered
through partnership with the industry and, accordingly, expects all financial institutions to
ensure that they establish an open and positive approach to compliaddaGF T issues
amongst all employees.

The board and senior management have a respc
systems and controls are appropriately designed and implemented, and are effectively operated
to reduce the risk of theubiness being used in connection with ML/TF.

The board or senior management of a financial institution must establish documented systems
and controlsvhich:

€)) undertake risk assessments of its business and its customers;

(b)  determine the true identity ofistomers and any beneficial owners and controllers;

(c) determine the nature of the business that the customer expects to conduct and the
commercial rationale for the business relationship;

(d) require identification information to be accurate and relevant;

(e) require business relationships and transactions to be effectively monitored on an
ongoing basis with particular attention to transactions which are complex, both large
and unusual, or an unusual pattern of transactions which have no apparent economic or
lawful purpose;

() compare expected activity of a customer against actual activity;

(9) apply increased vigilance to transactions and relationships posing higher risks of
ML/TF;

(h)  ensure adequate resources are given to the Compliance Officer to enable the standards
within this Handbook to be adequately implemented and periodically monitored and

tested;


http://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf
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) ensure procedures are established and maintained which allow the Money Laundering
Reporting Officer (* MLRO’) and the Deput
information, which may be of assistance to them in considering suspicious transaction
reports (“STRs”);

(), require a disclosure to the Financi al I nt
or suspicion or reasonable grounds for knowing or suspecting ML ariel/orcluding
attempted ML and/or TF; and

(k) maintain records for the prescribed periods of time.

Financial institutions must adopt a robust approach and not refrain from asking their customers
norrcustomaryquestions in circumstances of unusual activity. Any reluctance or failure by
the customer to provide credible and verifiable answers should lead the financial institution to
investigate the reason for this reluctance, establish any case for suspicfolicandp with
appropriate action.

A hierarchical approach within a business may hinder an effective system of AML/CFT
control, which financial institutions need to recognise and address. The human element is
particularly important since policies and pedlures only work if they are understood,
followed and enforced by those required to comply with them. The hierarchical relationships
between employees within a financial institution and with its customers can face the following
damaging barriers:

(@  seniormanagement being unwilling to lead on the concept of the need for sound
corporate ethics;

(b)  junior employees assuming that their concerns or suspicions are not significant;

(c) employees being unwilling to subject high value (therefore important) customers to
effective CDD checks;

(d) management or customer relationship managers outside Mauritius pressurising
employees in Mauritius to transact without obtaining all relevant CDD and business
relationship information;

(e) employees being unable to understand the cowmialerationale for customer
relationships and the use of certain products / services, so that potentially suspicious
activity is not identified,

() lack of time and/or resources to address concerns generating a tendency for line

managers to discourage empeyg from raising concerns; and
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(g)  conflict between the desire on the part of employees to provide a confidential and
efficient customer service and the requirement for employee vigilance in respect of

prevention and detection of ML/TF.

1.8. Risk Based Approach

The FATF Recommendations provide for AML/CFT requirements, allowing a business to
adopt a riskbased approach towards the prevention and detection of ML and TF.

It is very important to note that FIAMLANnd FIAML Regulations 2018 do not prohibit or
preventany type of business, customers or systems from operating, unless they are involved in
ML/TF. The legislation only requires that the risks posed by customers, products and systems
are identified, mitigated and the mitigating factors/controls documented rewewed
periodically.

The application of a risk based approach provides a strategy for managing potential risks by
enabling financial institutions to subject customers to proportionate controls and oversight.
Financi al institutions s houlmes aned always havdhte “ t i
determine their risks themselves, based on their respective circumstances.

To demonstrate that a financial institution acted reasonably, an assessment of risk should
always be documented, reasonably and objectively justifiablsw#fidiently robust. Finally,

while a risk based approach grants a wide degree of discretion, parameters set by law or
regulation may limit that discretion.

1.8.1 What is risk?

Risk can be seen as a function of three factors and ideally, a risk asgesswlges making
judgments about all three of these elements:

1 THREAT - person or group of people, an object or an activity with the potential to
cause harm. The threats may vary across customers, countries, geographic areas,
products/services and deliyechannels

1 VULNERABILITY —that which can be exploited by the threat or that may support or
facilitate its activities, such as size and volume of the business and client base profile.

1 CONSEQUENCE the impact or harm that ML arF may cause, such as thmepact

on reputation and imposition of regulatory sanctions.



FSC AML/CFT Handbook

1.8.2 What is mitigation?

Financial institutions must then take appropriate steps to mitigate any risks that have been
identified. This will involve determining the necessary controls or praesdhat need to be

in place in relation to a particular part of the business in order to reduce the risk identified. The

documented risk assessments that are required to be undertaken by Section 17 of the FIAMLA
will assist the business to develop a hsised approach.

Systems and controls may not always prevent and detddtLAllF. A risk-based approach

will, however, serve to balance the cost burden placed on financial institutions and their
customers, with a realistic assessment of the threatusfiadss being used in connection with
ML/TF. It focuses effort where it is needed and has most impact.

1.9. Assessing Compliance with a Risk Based Approach

Financial institutions should avoid internal systems of cottraiencouraget he * t i ck bc
approachrather than involving a thorough thought progestich is counteproductive.

Internal systems should require employees to think about the risks posed by individual
customers and relationships and to mitigate appropriately andngmt their thought process.

The FSC must be able to see clear, documented rationale of how risks have been assessed and
then how these risks have been mitigated or controlled.

In accordance with Regulation 31 of the FIAML Regulations 2018, any rislssmseat
systems used by the financial institution should be reviewed regularly to ensure an effective
system is in place and swift action should be taken to remedy any identified deficiencies. This
is further discussed in Chapter 4.
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Chapter 2: Overview ofMoney Laundering, Terrorist
Financing, and Proliferation offences

2.1 What is money laundering?

In general terms, ML is the process by which criminals attempt to conceal the true origin and
ownership of the proceeds of criminal activities. If succes#fel criminal property can lose

its criminal identity and appear legitimate, meaning that criminals can benefit from their crimes
without the fear of being caught by tracing their money or assets back to a crime.

llegal arms sales, smuggling, and trethaties of organised crime, including for example,

drug trafficking and prostitution, can generate huge profits. Embezzlement, insider trading,
bribery and computer fraud schemes can also produce large profits and create the incentive to
"legitimise" theill -gotten gains through ML. When a criminal activity generates substantial
profits, the individual or group involved must find a way to control the funds without attracting
attention to the underlying activity or the persons involved. Criminals doythisguising the
sources, changing the form, or moving the funds or assets to a place where they are less likely
to attract attention and disguising ownership and control.

Traditional money laundering model:
ML will often involve a complex series of maactions, traditionally represeqdt in three
separate phases.

e Where the *Where funds are *Where funds
proceeds of converted from one that now
crime are form to another, e.g. appear
placed into moved between legitimate re-
the financial various accounts enter the
system and/or jurisdictions to economy for

disguise the audit trail what would

and the illegitimate appear to be

source of the funds. normal
business or
personal
transactions.
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Rather than getting caught up in trying to establish whethectivity relates to a particular
phase of the traditional model, the financial institusishould ask themselves*do | know,
suspect or have reasonable ground to suspect that the assets in question are derived from
crimi nal The assets iddes rotshave to be linked or suspected to be linked to a
specific act omoney laundering

2.2 What is financing oferrorism?

In general termsIF is the financial support, in any form, of terrorism or those who encourage,
plan or engage in terrorisniF differs from ML in that the source of funds can either be

|l egi ti mat e, such as anate|like the procesgds aflcrimes sach sar vy ,
selling pirate DVDs, fraud or drug trafficking.

Usually, the focus of scrutiny for potential terrorist financing activity will be the end
beneficiary and intended use of the money or assets. A terrorist finamyeonly need to
disguise the origin of the property if it was generated from criminal activity but in the vast
majority of cases they will seek to disguise the intended use i.e. providing support to terrorists
or supporting actsf terrorism.

Traditional terrorist financing model:

Terrorist financing often involves a complex series of transactions, generally considered as
representing three separate phases and this could be sourced through various means for
example through seeking donations, carryingasiminal acts and from genuine charities, as
illustrated below

10
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Funds are
often acquired
through
seeking
donations,
carrying out
criminal acts or
diverting funds
from genuine
charities.

2.3 The consequences of money laundering and terrorist financing

Increasd abuse of the financial system by criminal actors leads to increased criminal activity
and less safety for everyone in the country and around the Wlld'F can have serious
negative consequences for the economy, national security and society in Gameabf these
consequences may include:

€)) reputational damage from being perceived as being a haven for money launderers and
terrorist financiers, leading to legitimate business taking their business elsewhere;
(b)  attracting criminals including terrorists and their financiers to move to or establish new

Where funds
are pooled and
transferred to

a terrorist or
terrorist group

business relationships within the jurisdiction;

(c) damaging the legitimate private sector who may be unable to compete against front

companies;

(d)  weakening of financiainstitutions whch may come to rely on the proceeds of crime

for managing their assets, liabilities and operations, plus additional costs of

investigations, seizures, fines, lawsuits etc.;

(e)  economic distortion and instability; or

Where the
funds are used
to finance
terrorist acts,
training,
propaganda
etc
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() increased social costs tteal with additional criminality such as policing costs or

hospital costs for treating drug addicts.

2.4 What is the financing of proliferation of weapons of mass
destruction?

Proliferation of weapons of mass dultimdtelyuct i on
involves the transfer or export of technology, goods, software, services or expertise that can be
used in programmes involving nuclear, biological or chemical weapons, and their delivery
systems (such as long range missiles).

Proliferation of WMD financing is an important element and, as with international criminal
networks, proliferation support networks may use the international financial system to carry
out transactions and business deals. Unscrupulous persons may also take advantage of the
potential profits to be made by facilitating the movements of sensitive materials, goods,
technology and expertise, providing seemingly legitimate front organisations or acting as
representatives or middlemen.

2.5 Summary of Offences Relating to Money Lauridg, Terrorist
Financing, and Proliferation financing

The FIAMLA and FIAML Regulations 2018states offences related to ML and TF (as
explained above). Some of these offen@s applicable to financial institutionare listed
below for ease of reference:

Section 3 of the FIAMLA states:

(1) Any person whe

(&) engages in a transaction that involves property which is, or in whole or in part
directly or indirectly represents, the proceeds of any crime; or

(b) receives, isn possession of, conceals, disguises, transfers, converts, disposes of,
removes from or brings into Mauritius any property which is, or in whole or in
part directly or indirectly represents, the proceeds of any crime, where he suspects
or has reasonable@unds for suspecting that the property is derived or realized,
in whole or in part, directly or indirectly from any crime, shall commit an offence.

(2) A bank, financial institution, cash dealer or member of a relevant profession or
occupation that failto take such measures as are reasonably necessary to ensure that neither
it nor any service offered by it, is capable of being used by a person to commit or to facilitate
the commission of a money laundering offence or the financing of terrorism shatlicom
an offence.

12
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(3) InFIAMLA , reference to concealing or disguising propeitych is, or in whole or ipart,
directly or indirectly, represents, the proceeds of any crime, shall include concealing or
disguising its true nature, source, locatidisposition, movement or ownership of or rights
with respect to it.

Section 4 of the FIAMLA states:

Without prejudice to section 109 of the Criminal Cd8eapplementary) Act, any persamo
agrees with one or more other persons to commit an offencdispeécisection
3(1) and (2) shall commit an offence.

Section 5 of the FIAMLA states:

(1) Notwithstanding section 37 of the Bank of Mauritius Act 2004, but subject to subsection
(2), any person who makes or accepts any payment in cash in exé€€s08f0 rupees or
an equivalent amount in foreign currency, or such amount as may be prescribed, shall
commit an offence.

(2) Subsection (1) shall not apply to an exempt transaction.

Section 8 of the FIAMLA states:

(1) Any person whe
(&) commits an offenceander this Part; or
(b) disposes or otherwise deals with propestibject to a forfeiture ordernder
subsection (2), shall, on conviction, be liable to a fine not exceeding 2 million
rupees and to penal servitude for a term not exceeding 10 years.

(2) Any property belonging to or in the possessiorunder the control of any persermo is
convicted of an offence under thiaPshall be deemed, unless tleatrary is proved, to
be derived from a crime and the Courynin addition tany penalty imposed, oed that
the property be forfeited.

(3) Sections 150, 151 and Part X of the Criminal Proceduramtthe Probation of Offenders

Act shall not apply to a conviction under this Part.

Section 16(3 (A) of FIAMLA states:
Legal consequences of reporting

Any person who fails to comply with subsection (1) shall commit an offence and shall, on

conviction, be liable to a fine not exceeding 5 million rupees and to imprisonment for a term
not exceeding 10 years.

13
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Section 17(Q (6) of FIAMLA states:
Customer due diigence requirements

Any person who knowingly provides any false or misleading information to a reporting person
in connection with CDD requirements undlee FIAMLA or any guidelines issued under this
Act shall commit an offence and shall, on convictiomliable to a fine not exceeding 500, 000
rupees and to imprisonment for a term not exceeding 5 years.

Section 19of FIAMLA states:
Offences relating to obligation to report and keep records and to disclosure of
Information prejudicial to a request

(1) Any bank, cash dealer, financial institution or member of a relevant profession or
occupation or any director, employee, agent or other legal representative thdreof,
knowingly or without reasonable excuse

(@)

(b)
(©)

fails to—

(i) supply any information requested kyetFIU under section 13(2) or 13(3)
within the date specified in the request;

(i) make a report under section 14; or

(i) Any person who fails to comply with sections 17 to 17G shall commit an
offence and shall, on conviction, be liable to a fine not exceedimgilion
rupees and to imprisonment for a term not exceeding 5 years.

destroys or removes any record, register or document which is required under

FIAMLA or any regulations;

facilitates or permits the performance under a false identity of any transaction

falling within this Part, shall commit an offence and shall, on conviction, be liable

to a fine not exceeding one million rupees and to imprisonment for a term not

exceeding 5 years.

(2) Any person whe

(@)

(b)

falsifies, conceals, destroys or otherwise dispadesr causes or permits the
falsification, concealment, destruction or disposal of any information, document
or material which is or is likely to be relevant to a request to under the Mutual
Assistance in Criminal and Related Matters Act 2003; or

knowingor suspecting that an investigation into a money laundering offence has
been or is about to be conducted, divulges that fact or other information to another
person whereby the making or execution of a request to under the Mutual
Assistance in Criminal anBelated Matters Act 2003 is likely to be prejudiced,
shall commit an offence and shall, on conviction, be liable to a fine not exceeding
one million rupees and to imprisonment for a term not exceeding 5 years.
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Section 19E of FIAMLA states:
Duty to provide information

Any person who fails to comply with a request made under subsection (2)(b) shall commit an

offence and shall, on conviction, be liable to a fine not exceeding one million rupees and to
imprisonment for a term not exceeding 5 years.

FIAML Regulations 2018

Reguldion 33 states that any person who contravenes these regulations shall commit an offence
and shall on conviction, be liable to a fine not exceeding one million rupees and to
imprisonment for a term not exceeding 5 years
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Chapter3: Corporate Governance

3.1 Introduction

Good corporate governance should provide proper incentives for the board and senior
management to pursue objectives that are in the interest of the firm and its shareholders and
should facilitate effective monitoringf the firm for compliance with its AML and CFT
obligations.

The presence of an effective corporate governance system, within an individual company and
across an economy as a whole, is key to building an environment of trust, transparency and
accountabily.

3.2 Board Responsibility for Compliance

The Board of financial institutions is responsible for managing the institution effectively and
is in the best position to understand and evaluate all potential risks taaheidil institution
including those of ML andF. The Board must therefore take ownership of, and responsibility
for, the business risk assessments and ensure that they remain up to date and relevant.

On the basis of its business risk assessment, the Board must estdblistalastrategy to
counter money laundering and financing of terrorism. Where a financial institution forms part
of a group operating outside Mauritius, that strategy may protect both its global reputation and
its Mauritius business. The Board must docaohits systems and controls (including policies
and procedures) and clearly apportion responsibilitiegdabattingmoney laundering and
financing of terrorism, and, in particular, responsibilities of the Compliance Officer and
MLRO.

The financial institution shall establish and maintain an effective policy, for which
responsibility shall be taken by the Board, and such policy shall include provision as to the
extent and frequency of compliance reviews. The Board should take-lzassll approach

when defining its compliance review policy and ensure that those areas deemed to pose the
greatest risk to the firm are reviewed more frequently.

The Board must consider the appropriateness and effectiveness of its compliance arrangements
and its policy forthe review of compliance at a minimum annually, or whenever material
changedo the financial institution occur. Where, as a result of its review, changes to the
compliance arrangements or review policy are required, the Board must ensure that the
financal institutionmakes those changes in a timely manner.

As part of its compliance arrangements, the financial institution is responsible for appointing a
Compliance Of fi cer forth€idplemenationand ahgomgcempbiance i b | e
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of the financial institution with internal programmes, controls and procedures in accordance
with the requirements of the FIAMLA artdAML Regulations 2018

In addition to appointing a CO, an independent audit function to test the MLFapdlicies,
procedures andontrols of the financial institutioshould be maintained

The Board must ensure that the compliance review policy takes into account the size, nature
andcomplexity of the business of the financial institution, including the risks identified in the
budness risk assessments. The policy must include a requirement for sample testing of the
effectiveness and adequacy of the financi al

The Board must document its systems and controls (including policiesrecebpres) and
clearly apportion responsibilities fédL and TF and, in particular, responsibilities of the
MLRO and Compliance Officer.

3.3 Foreign Branches and Subsidiaries

In accordance with Regulations 23(2) of FHAML Regulations 2018the financial institution
shall ensure that any of its branch offices and, where it is a body corporgbedycorporate

of which it is the majority shareholder or control of which it otherwise exercises, which, in
either case, is a specified businassny country or territory outside Mauritius (collectively
“its subsidiaries”), complies there with:

) the requirements of Regulations 23(2) of BMML Regulations 2018and
(i) any requirements under the law applicable in that country or territory whe&ch ar
consistentvith the FATF Recommendations

The financial institution must be aware that the ihigbio observe appropriate AMOFT
measures is particularly likely to occur in countries or territories wdoamot, or insufficiently
applythe FATF Recommendations. In such circumstances laadial institutiormust take
appropriate steps to effectively deal with the specific ML adfdrisks associated with
conducting business in sucltauntry or territory.

3.4 Key Persons

3.4.1. Complianceéfficer

In accordance with Regulations 23 (&) of FIAML Regulations 2018the financial institution
shalldesignate a Compliancdf@er atsenior management levaahd approved as officer under
Section 24 of the FSAThe Compliance Officef * C 9 tegponsible for the implementation
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and ongoing compliance of thHmancial institutionwith internal programmes, controls and
procedures with the requiremts of the FIAMLA andFIAML Regulations 2018 Senior
management is defined under tREAML Regulations 2018asan officer or employee with
sufficient knowledge of the institution’s mo
and sufficient seniority to take decisions affecting its risk exposure, and need not, in all cases,

be a member of theolard of directors.

The CO appointed by the fiancial institutiormust:

€)) be a natural person;

(b) be of at least senior management level as defined &haBtL Regulations 2018

(c) be an approved officer under Section 24 of the FBW;

(d) have the appropriatgualification knowledge, skill and experience to fulfil a

compliance role within th&nancial institution;

The financial institution must ensure that @@:

@) has timely and unrestricted access to the records of the financial institution;

(b) hassufficient resources to perform his or her duties;

(c) has the full ceoperation of the financial institution staff;

(d) is fully aware of his or her obligations and those of the financial institution; and

(e) reports directly to, and has regular contact with, thad@so as to enable tl&oardto
satisfy itself that all statutory obligations and provisions in FIAMLA &i4ML
Regulations 2018and this Handboo&re being met and that thadincial institutioris
taking sufficiently robusmeasures to protect itself against the potensélof being
used forML andTF.

In accordance with Regulations 22(3) of HAML Regulations 2018the functions of th€O
include:

(@) ensuring continued compliance with the requirements of the FIAMLARAML
Regulations 201&ubject to the ongoing oversight of the Board of the financial
institution and senior management;

(b) undertaking dayo-day oversight of the program for contirdag money laundering and
terrorism financing;

(© regular reporting, including reporting of noompliance, to the Board and senior

management; and
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(d)  contributing to designing, implementing and maintaining internal compliance manuals,
policies, procedures and systems for cottifbiga money laundering and terism

financing.

While it is not anticipated that the CO will personally conduct all monitoring and testing, the
expectation is that the CO will have oversight of any monitoring and testing being conducted
by the financial institution.

The circumstancesf the financial institution may be such that, due to the small number of
employees, the CO holds additional functions or is responsible for other aspects of the financial
institution’s operations. Where wsureitmtanys t he
conflicts of interest between the responsibilities of the CO role and those of any other functions
are identified, documented and appropriately managése CO however shoulde
independent of the core operating activities of the financstitution and should not be
engaged in soliciting business.

For the avoidance of doubt, the same individual can be appointed to the positions of Money
Laundering Reporting Officer (“MLRO”) and CC
this appropriatewith regard to the respective demands of the two roles and whether the
individual has sufficient time and resources to fulfil both roles effectively.

3.4.2. Money Laundering Reporting Officer

In accordance with Regulations 26(1) FIAML Regulations 2018the fnancial institution

shall appoint aMLRO to whom an internal report shall be made of any information or other
matter which comes to the attention of any person handling a transaction and which, in the
opinion of the person gives rise knowledge or reasonable suspicion that another person is
engaged in money laundering or the financing of terrorism.

Regulation 26(4) of thElAML Regulations 201&tates the MLRO shall:

(@ be sufficiently senior in the organisation of the reporting pemohave sufficient
experience and authority; and
(b) have a right of direct access to the board of directors of the reporting person and have

sufficient time and resources to effectively discharge his functions.

The MLRO is the person who is nominateditimately receive internal disclosures and who
considers any report to determine whether an external disclosure is required.

A financial institution should appoint a Deputy Money Laundering Reporting Officer
(“DMLRO”) in order tnon ekRerMLR® s$habftancei omk
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be of similar status and experience to the MLRO. Where this Handbook refers to the MLRO it
impliest he DMLRO in the MLRO’s absence.

TheMLRO appointed by the financial institution must:

€)) be a natural person;

(b) be anapproved officer under Section 24 of the FSA; and

(c) have the appropriate knowledge, skill and experiemceaccordance with the
Competency Standards issued byE€in October 2014

The financial institution must ensure that MeRO:

@) is the main point of contact with tléU in the handling of disclosures;

(b) has unrestricted access to @BD informationof t he f i n arcustoraeks i nst i
including thebeneficial ownershereof;

(c) has sufficient resources to perform his or heredti

(d) is available on a datp-day basis

(e) reports directly to, and has regular contact with, tharBor equivalent of the financial
institution; and

() is fully aware of both his or her personal obligations and those of the financial
institution under FIAMLA and~IAML Regulations 201&nd this Handbook.

Where the same person acts as MLROnattiple financial institutions, he/ she should ensure
that in accordance witRIAML Regulations 2018he/ she has sufficient time and resources to
effectively discharge his/ her functions. TR&C may require financial institutions to
demonstrate the allocatior tme and resources by the MLRO at onsite/ offsite reviews and
failure to effectively and satisfactorily show the above may indicatecompliance to
Regulation 26(%#(b) of FIAML Regulations 2018
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Chapter 4Risk BasedApproach

4.1 Introduction

This chapter is designed to assist financial institutions in takinglabased approach to
preventngits products and servicé®m being used for the purposesME andTF. Thethree
main sectiongre

€)) Risk-Based Approach which provides a highevel overvew of the riskbased
approach;

(b) Business Risk Assessmentwhich details the relevant requirements of Section 17(1)
of the FIAMLA which states that financial institutions shotdlle appropriate steps to
identify, assess and understand the money laurglend terrorist financing risks for
customers, countries or geographic areas and products, servicers, transactions or
delivery channelsand

(c) Risk Factors which provides for guidance and are provided as examples of factors
that the financial institutio might consider when undertaking a risk assessment of their

relationship with their customers

4.2 Risk-Based Approach

A risk-based approach towards the prevention and detectiddh @ndTF aims to support the
development of preventative and mitigatmgasures thatre commensurate with tihdlL and
TF risksidentified by the financial institutiorThis approach also aimsdeal with thoseisks
in the most coseffective and proportionate way.

Section 17of the FIAMLA provides fora duty for the financial institutionto identify, assess
andunderstandts money laundering and terrorism financing risks. Funtioee,sectionl7A

of the FIAMLA requiresafinancial institution to establish policies, controls and procedures to
mitigate and manage effiaely the risks of money laundering and terrorism financing
identified in any risk assessment undertaken by the financial institution. In this respect the
financial institution should:

€) understand it8IL andTF risks and

(b) have in place effective policiegtocedures and controls to:
() identify,
(i) assess,

(i) understand
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(iv)  mitigate,
(V) manage, and
(vi)  review and monitor, those risks in a way that is consistent with the requirements

of section17 of the FIAMLA and the requirements of this Handbook.

A risk-based approach starts with the identification and assessmentrigkitigat has to be
managedA risk-based approach requires the financial institution to assesskblef how it

might be involved irML andTF, taking into account itsustomergand thebeneficial owners

of customer} countries and geographic areas, the products, services and transactions it offers
or undertakes, and the delivery channels by which it provides those products, services and/or
transactions.

In determining how theisk-based approach should be implemented, the financial institution
should analyse and seek to understand how the identiednd TF risks affect its business.

This determination should take into account a range of information, including (amongst others

the type and extent of thesks that the financial institution is willing to accept in order to
achieve its st rmskappgitt¢ ,objtsc @AiMbeandi (PEbIic" exper
versionoftheMa ur i t i us Nati onal Rpogwhichcandefousditbent ( ° N
following link: https://www.fscmauritius.org/en/beirsypervised/amicft/nationahoney
launderingandterroristfinancingrisk-assessmesdf-mauritiusnrareport

Through thebusiness risk assessmemitsd determination of aisk appetite the financial
institution can estblish the basis for@sk-sensitive approach to managing and mitigakitig
and TF risks. It should be noted, however, thatisk-based approach does not exempt the
financial institution from the requirement to apgiyhanced measuregere it has iderfied
higherrisk factors as detailed in Chaptérof thisHandbook

A risk-based approach prescribes the following procedural steps to mandge ted TF
risksfaced by the financial institution:

€)) identifying the specific threats posed to the firmNbly andTF and those areas of the
firm s business with the greatest vulner a
(b)  assessing the likelihood of those threats occurring and the potential impact of them on
the financial institution;
(© mitigating the likelihood of occurrence of identified thseand the potential for
damage to be caused, primarily through the application of appropriate and effective
policies, procedures and controls;
(d) managing the residugtksarising from the threats and vulnerabilities that the financial

institution has beeuanable to mitigate; and
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(e) reviewing and monitoring thogesksto identify whether there have been any changes
in the threats posed to the financial institution which necessitate changes to its policies,

procedures and controls.

In applying arisk-based aproach and taking the steps detailed above, it is crucial that,
regardless of the specific considerations and actions of the financial institution, clear
documentation is prepared and retained to ensure thab#rdand senior management can
demonstrat¢éheir compliance with the requirementsSafction 17 of thé-IAMLA .

By adopting arisk-based approach the financial institution should ensure that measures to
prevent or mitigatéL andTF are commensurate with thisksidentified. In this respect, the
business risk assessmentdl also serve to enable the financial institution to make decisions
on how to allocate its resources in the most efficient and effective way and to determine its
appetite and tolerance fask.

No system of checks will deteah@ preventll ML andTF risks A risk-based approach will,
however, serve to balance the cost burden placed upon the financial institution and its
customerswith a realistic assessment of the threat of the financial institution being used in
connection wth ML and/orTF. It focuses the effort where it is needed and has most impact.

4.2.1 ldentification and Mitigation of Risks

Regulation31 of the FIAML Reglations 2018requires that a financial institution should

establish and maintain appropriate procedures for monitoring and testing compliance with the
Anti-Money Laundering or Combatting the Financing of Terrorism requiremevitsge

ensuringit has robust and docunted arrangements for managing the risks identified by the
business risk assessment condudgtedccordance witlsection 17 of the FIAMLA.

The financi al institution’s policies, proced
and complexity ofits operations, together with thesks identified in its business risk
assessmentand must be sufficiently detailed to demonstrate how the conclusion afigach
assessment with respect to relationships with customasrbeen reached.

4.2.2 Business Rks

Risk can be seen as a function of three factors amgkaassessment involves making
judgements about all three of the following elements:

(@) threat—a person or group of persons, an object or an activity with the potential to cause

harm
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(b)  vulnerability—an opportunity that can be exploited by the threat or that may support or
facilitate its activities; and

(c) consequence the impact or harm that ML and=Tnay cause.

Having identified where it is vulnerable and the threats that it face$intirecial institution

should take appropriate steps to mitigate the opportunity for those risks to mateFiadise.
threats specific to the business can be identifiggoing through typolog reports, notices
published by th&SC theFIU or other regulry bodies, media articles, and other information

that may be available internally at the financial institutibinis will involve determining the
necessary controls or procedures that need to be in place in order to reduce the risks identified.
The docurnented risk assessments that are required to be undertaksectogn 17 of the
FIAMLA , will assist the financial institution in developing its FHs&sed approach.

Retainingdocumentatiom n t he r esul t s o f riskaksessmeiftamewodki al i n
will assist the financial institution to demonstrate how it:

€)) identifies and assesses the risks of being used for MLBnd T

(b)  adoptsand implements appropriate and effective policies, procedures and controls to
(c) manage and mitigate ML arid risk;

(d) monitors and improves the effectiveness of its policies, procedures and controls; and

(e)  ensures accountability
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4.2.3 Accumulation of Risks

In addition to the individual consideration of eaidk factor, the financial institution must also

consider all ach factors holisticallyto establish whether their concurrent or cumulative effect

mi ght i ncrease or decr e asskexposue arfdthedymamictlat 1 ns
this could have on the controls implemented by the financial institution to mitiglate

Such an approach is relevant not only to the financial institution in its consideration of the risks
posed to its business as parturfdertaking its business risk assessments, but also in the
consideration of the risk that individual business relationships or occasional transactions pose.

There are also other operational factors which may increase the overall leveboirshould
thereforeb e consi dered i n conjuncti on Thuisks.An t he f
example of such factor could be the use clioe or webbased services and cybaime risks

which may be associated with those service offerings.

4.2.4 Weightagef Risk Factors

In considering theisk of a business relationshipr occasional transactionolistically, the
financial institution may decide to weiglsk factors differently depending on their relative
importance. When weightingsk factors, the fiancial institution should make an informed
judgement about the relevance of differgsi factors in the context oflausiness relationship
or occasional transaction

This will I|Iikely result in the fffereatfactarsal i ns
for example, the firm may decide thatau s t o pemanal knks to a country, territory or
geographic area associated with higiiérand/orTF risk is less relevant in light of the features

of the product they seek.

Ultimately, the weight given to eactsk factor is likely to vary from product to product and
customerto customer(or category ofcustome). When weightingisk factors, the financial
institution should ensure that:

(&  weighting is not unduly influenced pyst one factor;

(b)  economic or profit considerations do not influence the risk rating;

(c) weighting does not lead to a situation where it is impossible for any business
relationshipor occasional transaction to be classified as a high risk relationship;

(d)  the povisions ofRegulation12(1) of FIAML Regulationssetting out the situations
which will present a high risk (for example, the involvement of PEPs or in event of

suspicious activity) cannotbeovwerul ed by t he financi al i nst
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(e) it is ale to override any automatically generated risk scores where necessary. The

rationale for the decision to override such scores should be documented appropriately.

Where the financial institution uses automated IT systems to allocate awgkatores @
business relationshipsr occasional transactiorend does not develop these in house but
purchases them from an external provider, it should understand how the system works and how
it combinesrisk factors to achieve an overalsk score. The financiahstitution should be
satisfed that the scores allocated reflect its understandinglond TF risk and it should be

able to demonstrate this.

4.3 Business Risk Assessment

A financial institution must, under Section 17(1) of the FIAMId&ntify, assessunderstand
and monitor that person’s money | aundering a

While performing busines$fanagement, Complian@dRisk Management should all work
together on performing the Business Risk Assessment. Primarily, responsibittg fpuality

and execution of the risk analyses lies with the first line of defence. This is the business, as
risks manifest themselves first there. The role of Compliance is process monitoring, facilitating
and testing. Other functions or departmenthiasgcAudit can also provide the necessary input.
The ultimate responsibility for the Business Risk Assessment lies witlo#ind ofdirectors

As explained aBection 18.1 and4.2.2 of this Handbook, a risk assessment involves making a
judgement of a number of elements including threat, vulnerability and consequence.

It should also consider the extent of its exposure to risk by reference to a number of additional
factors which a& explained in this section. The examples provided are not exhaustive and other
factors may need to be considered depending on the nature of the business and its activities.

A key component of a riskased approach involves thadncial institutiondertifying areas

where its products and services could be exposed to the risks of MLFaaddTtaking
appropriate steps to ensure that any identified risks are managed and mitigated through the
establishment of appropriate and effective policies, procedmasontrols.

The business risk assessments are designed to assist the financial institution in making such an
assessment and provide a method by which the financial institution can identify the extent to
which its business and its products and servicese&gposed to ML andH Good quality

business risk assessments are therefore vital for ensuring thaathadi institutioh s p ol i ci e s
procedures and controls are proportionate and targeted appropriately.

The financial institution must record and document its risk assessment in order to be able to
demonstrate its basis. The assessment must be undertaken as soon as reasonably practicable
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after the financial institution commences business and regularly redi@md amended to keep

it up to date. It is expected that this risk assessment is reviewed atleaatlyand in case of
trigger eventsand this review should be documented to evidence that an appropriate review
has taken place.

Risk management requiressystematic approach, it is a cyclical process. This means that a
financial institution is expected to perform the whole cycle of identification, analysis and
testing of the effectiveness of controls at regular intervals. This is because risks aamot st

Risks to financial institutions may change as a result of both internal and external factors. The
financi al institution’s activities may for i
emerge in the financial and economic world, or lawsragdlations may be amended.

Since the risks of ML/FT vary from business to business and are not static, it is the
responsibility of the financial institution to identify the vulnerabilities and risks faced, maintain

an up to date understanding of thesksjisind develop and implement appropriate strategies

to mitigate and control those identified risks. This includes adjustment of such mitigation when
needed. The appropriate strategy in order to manage and control those risks is to have an
effective inten a | compliance culture under the board

Any risks that have been identified should be properly mitigated by policies, procedures and
controls. The financial institution should also document the mitigating factorsoatrdls put
in place to provide an audit trail of how the assessed risks have been mitigated.

Section 17(2) of the FIAMLA requires businesses to assess 6 key areas when undertaking the
business risk assessment amongst other risk factors:

) the nature,scal and complexity of the financi al i
(i) the products and services provided by the
(i) the persons to whom and the manner in which the products and services are provided;

(iv)  the nature, scale, complexity and locatiomdi e cust omer’ s acti viti
(v) reliance on third parties for elements of the customer due diligence process; and

(vi)  technological developments

As per Section 17(2)b) of the FIAMLA, financial institutionsshall take into accourthe
findings of the National Risk Assessmént N Rakd gny guidance issued in their business
risk assessment.

Each of the areas specified by the FIAMLA, and examples of what factors a financial institution
should consider as a part of assessing thess aare detailed as follows:
4.3.1 The nature, scale and complexity of its activities

1 Consider the services provided by the business and how those services might be abused
for ML/TF.
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1 Actively involve all members of senior management in determining the risks (threats
and vulnerabilities) posed bWL/TF within those areas for which they have
responsibility.

1 Consider any organisational factors that may increase exposure to the MEKTd
e.g. business volumes and outsourcing aspects of regulated activities or compliance
functions.

1 Consider the nature, scale and complexity of its business including the diversity of its
operations, the volume and size of its transactions, and the degisk associated
with each area of its operatidrarge volume and more complex transactions may pose
higher risk of money laundering than less complex and voluminous transactions.
However, this will also depend on the assessment of the area of aperat nature
of business. As a whole, factors need to be considered together in order to have a more
comprehensive assessment.

1 Consider the jurisdictions in which the business operates, any particular threats from
those jurisdictions, any particularulnerabilities within the organisation in those
jurisdictions.Regulation 24(1) of th&IAML Regulations 201&tates how high risk
third countriesshouldbe identified.

U Risk factorghat the financial institutionanconsider when identifying the efféatness of
a counternyristery’s AML and CFT regime incl uc

€) Has the country or territory been identified by a mutual evaluation as having strategic
deficiencies in its AML and CFT regime? In accordance Wiggulation12(1)(c) of
FIAML Regulations2018 EDD measures shall be applied whereustomer or an
applicant for business is from a high risk third country

(b) Is there information from more than one credible and reliable source about the quality
of the country’s or t s includihganfoynat®n abddtithea nd C
qguality and effectiveness of regulatory enforcement and oversight? Examples of
possible sources include mutual evaluation reports by the FATF or-Bldregional
bodies (in particular Recommendations 10, 26 and 27manekdiate Outcomes 3 and
4) t he F AT F-risk andl noscooperative jlrisdgtions, International
Monetary Fund (“1 MF”) assessments and Fi

reports. The financial institution should note that membership of thé&feA@ FATF
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style regional body does not, of itself,

CFT regime is adequate and effective

1 Consider the scale on which the services are provided and linked to this, any
vulnerabilities in the level of compli@e resources available.

1 Consider whether the business model provides for complex structures and what risks
this poses to the business.

1 Consider the findings of the NRA in relation to the business sector.

4.3.2 The products and services provided byfil@ncial institution

1 Consider the vulnerabilities of the services or products offered and how they could be
abused foML/TF. Certain characteristics of the products and whether there are any
increased vulnerabilities such as high volumes of cash, avirturrencies or
untraceable/anonymous medium.

1 Whether payments to any unknown orassociated third parties are allow&lich
payments would entail higher risks.

1 Whether the products/services/structure are of particular, or unusual complexity

0 When ientifying therisk associated with the way in which tloestomerobtains the
products or services they require, the financial institution should consideskhielated
to:

(@) the extent to which the business relationship is conducted onfacwio-face basis;
and

(b)  any introducers of business or other interragds the financial institutiomight use
and the nature dheir relationship with the fiancial institution

4.3.3 The persons to whom and the manner in which the products and services
are provided

i Consider the threats posed by the types of customers. Some examples include,
politically exposed persons (“PEPs”); hi
operating in digher risk jurisdiction; andonfaceto-facebusiness.

1 The type of product should be considered, the higher risk products or services are more

likely to be those with high values and volumes; where unlimited third party funds can
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be freely received and those where funds can regularly be paid to third parties without
CDD on the third parties being obtained.
1 The speed with which products and services can be delivered or transactions

undertaken.

Factorsas abovean be consideregbllectively such as the risk of provision of a service in a
nonfaceto-face manner to a PEP or risk imposed by a client dealing in securities in a high risk
jurisdiction.Proper assessment woulddféective when a comprehensive list of factors that is
most relevant is taken into consideration as touchstones.

4.3.4 The nature, scale, complexityandlogati of t he customer ' .
1 Whether the customer base has any involvement in those businesses which are likely to
be most vulnerable to corruptiosuch as oil, construction or arms sales.
1 Consider jurisdictional factors such as high levels of organised crime, increased
vulnerabilities to corruption and inadequate frameworks to prevent and WiddE
in countries where it may have customers.
1 Thecountries, territories and geographic areas with which customers (and the beneficial

owners of customers) have a relevant connection

U Risk factors the financial institution can consider when identifying the leveFaisk
associated with a country or territory include:

€) Is there information (for example, from law enforcement or credible and reliable open
media sources) suggesting that a country or territory provides funding or support for
terrorist activities or thagroups committing terrorist offences are known to be
operating in the country or territory?

(b) Is the country or territory subject to financial sanctions, embargoes or measures that are
related to terrorism, financing of terrorism or proliferation issueddryexample, the
UN or the EU?

U Risk factorghatthe financial institutiorcanconsider when identifying the risk associated
with the level of predicate offences to ML in a country or territory include:

€) Is there information from credible and reliable public sources about the level of

predicate offences tdL in the country or territory, for example, corruption, organised
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crime, tax crime and serious fraud? Examples include corruption perceptions indices;
OECD country reports on t hebribemponventennt at i o
and the UN Office on Drugs and Crime World Drug Report.

(b) Is there information from more than one credible and r&iablurce about the capacity
oft he count r gihvestigative judeial systemeeifegtively to investigate and

prosecute these offences?

The complexity of customer and beneficial ownership structures
The complexity of legal persons and legal arrangements
The number of customers and beneficial ownghsch are charities or neprofit

organi sations (“NPOs”) and their associat

4.3.5 Reliance on third parties for elements of the customer due diligence process

Under Regulation 21 of thElAML Regulations 2018a financialinstitution may rely on a
third party to introduce business or to perform the CDD measures. When reliance is placed on
third parties, the following may be considered:

Consider how reliance on third parties is prompted and agreed on.

Consider who theséird parties are, including any reputational issues, the quality of
relationships with such third parties and previous experiences.

Consider the extent and type of any reliance placed or to be placed on third parties.
Consider the extent of the informati being provided by the third party and who has
actually met the customer fateface (chains of information).

Consider any jurisdictional issues in connection with reliance placed on third parties.
Consider the results of any testing undertakenonthet r d party’ s proce
responses to any previous requests for documentation.

Consider the extent of any outsourcing undertaken.

Consider the quality of the provider for any outsourced functions including any
reputational issues, previowxperences with the providemesults of any audits,
assessments or inspections where the material generated as a result of outsourcing has

been reviewed.

The financial institution should also establish procedures satisfiedthat:
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) the third partyapplies CDD measures and keeps records to a standard equivalent to the
FATF Recommendations;

(i) the third party will provide, immediately upon request, relevant copieeofification
data in accordance with Regulation 21(2)(b) offh&ML Regulations 2018and

(i) the quality of the third party’s CDD meas

4.3.6 Technological developments

Under Section 17(3) of the FIAMLA and Regulation 19(1) offi®ML Regulations 2018a
financial institution should identify and assess the money laundering and terrorism financing
risks that may arise in relation to the development of new products and new business practices,
including new delivery mechanisms, and the use of new or @@wel technologies for both

new and preexisting products.

The financial institution should assess the use of developing technologies for both new and
pre-existing products such as:

digital information storage including cloud computing;
digital or electronic documentation storage;
electronic verification of documentation;

data and transaction screening systems; or

the use of virtual or digital currencies.

= =4 4 A A

For completeness, the assessment should consider the operational riskspmeputkts and
legal risks posed by the use of new technologies in the cont®Xt/dF. Appropriate action
should be taken to mitigate the risks that have been identified.

4.3.6.1 Operational risks

Operational risks arise from the potential loss tbatild be incurred due to significant
deficiencies in system reliability or integrity. Operational siskll also increase in proportion

to the amount of reliance placed on outside service providers and external experts to implement,
operate, and supporogions of electronic systems.

Also, the rapid pace of technological change carries risk in itself. For example, staff may not
fully understand the nature of new technology, resulting in operational problems with new or
updated systems. Channels for iditing software updates could pose risks in that criminal

or malicious individuals could intercept and modify the software.

It will have to be considered whether any of the factors above would have any impact in relation
to the relevant person contimgito meet the AML/CFT requirements.
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4.3.6.2 Reputational risks

Reputational risk may arise when systems or products do not work as expected and cause
negative public reaction and when there are large AML/CFT failures as a result of unmitigated
technology risks. In particular, if this affected systems were involved with the collection or
maintenance of customer information, this may lead to serious reputational concerns. The event
of this happening would have to be assessed by the financialtiostiand any risk should be
mitigated.Testing of the systems is also recommended.

4.3.6.3 Legal risks

Legal risks arise from violations or n@ompliance with legislation such as the FIAMLA and
FIAML Regulations 2018Financial institutiormay alsdface increased difficulty in applying
traditional crime prevention and detection methods because of the remote access by customers
of the systems.

It is recognised that where financial institution may be part of a larger group, the parent may
introduce ew products, systems or procedures without input from the Mauritius based branch.
The financial institution shoulddentify and mitigateany risks arising from the proposed
system.

The above risk factors are nerhaustive list and it is for the financiaktitution to assess and

decide what is appropriate and relevant in the circumstances of the business. In cases, where
not all the risk elements have been considered when conducting the business risk assessment,
the financial institution has to demorage how effective and robust its business risk
assessment is in line with its inherent risks and vulnerabilities and the Commission will assess
to what extent the business risk assessment conducted reflect residual risks faced by the
financial institution

4.4 Customer Risk Assessments

The customer risk assessment estimating the risk of ML/TF must be undertaken prior to the
establishment of a business relationship or carrying out an occasional transaction, with or for,
that customer. This risk assessment must be documented in ordexbie be demonstrate its

basis. The customer risk assessment may have to take into account that not all CDD and
relationship information might have been collected yet. It should be a living document that is
revisited and reviewed, as and when more infoionatbout the customer and relationship is
obtained. The customer risk assessment can be done on categories of clients (risk buckets),
and it is not necessary to individually risk rate each client should the financial institution deem

it appropriate.
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The initial risk assessment of a particular customer will help determine:

i the extent of identification information to be sought;

i any additional information that needs to be requested,
i how that information will be verified; and
1

the extent to which theelationship will be monitored on an ongoing basis.

Due care should be exercised under abs&ed approach. Being identified as carrying a higher
risk of ML/TF does not automatically mean that a customer is a money launderer or is financing
terrorism.Similarly, identifying a customer as carrying a lower risk of ML/TF does not mean
that the customer presents no risk at all.

In order to complete a meaningful risk assessment, it is recommended that information should
be gathered prior to the assessmaiitpugh this may not always be possible. Upon completion

of the risk assessment any additional information, evidence or clarification should be sought in
the event that circumstances remain unclear.

It should be noted that tHeSChas no objection to financial institution having higher risk
customers, provided that they have been adequately risk assessed and any mitigating factors
documented. If the customer is assessed as presenting a higheDiis{gs per Chapter 6 of

this Handbook) must be obited.

The following diagram sets out the basic risk assessment process:
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Collect information

Assess and Evaluate

Determine initial risk rating
Collect additional information and documentation

Assess and Evaluate

Confirm risk rating

Conduct on-going due diligence

When assessing the risks posed by a customer, the financial institution should consider all risk
factors that are known and ensure that all o
profile, taking care that any mitigating factors are fullcwimented. A financial institution

must be able to objectively and reasonably justify a risk assessment classification and document
those justifications. The financial institution should also ensure that its internal sign off
procedure in relation to cust@mrisk assessments is appropriate.

TheFSCwould expect a financial institution to avoid a tick box approach when assessing risks
and consider each customer on a case by case basis or in greuptedkbuckets based on
their profiles, looking at angisks they pose along with any mitigating factors. The customers
may be risk rated using a risk matrix as follows:
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Nature, Products
Scale, and Clients  Geography
Complexity Services

Delivery Total Risk
Channels  Rating

Client 1/
Bucket 1 Low Medium Medium Low Low Low
e.gFintech

Client 2/ . _ . . . .
Bucketz = Medium High High Medium High High
Client 3/

Bucket 3 Medium Medium High Low Low Medium

Factors used should be documented and details should be provided on how any risks identified
would be mitigated. ThESCwould have no objection to templates or forms being used during

the risk assessment, however it should be carefully considered how these work, what the

scoring system is and how the score is reviewed / overridden. It should also be ensured that the
scoreonly takes into account factors relevant to ML/TF.

As with business risk assessments, customer risk assessments must be reviewed on a regular
basis to ensure they remain up to date and to assess any changes of the risk profile due to
changesinthecustoer °' s ci rcumstances. |t i s expected
is documented to evidence that an appropriate review has taken place.

Regarding frequency of the reviews, customer risk assessments should be reviewed:

1 at least annually for higer risk customer®r whenever a transaction with a high
risk country or high risk customer occurs

1 at least every years for standard risk customers subject to sector specific guidance;
and
1 at the point of a mat edrdurastanceshfarregamplei n t

establishing connections with a higher risk jurisdiction or engaging in a higher risk

business.

The above are only examples of suggested review frequency, financial institution may decide
to different frequency level should thédusiness and client risk assessments merit same.
However, in cases where the financial institution determine different schedules for reviews,
this should be justified and properly documented.
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4.5 Risk Factors

Therisk factors included within the following sections are purely for guidance and are provided
as examples of factors that the financial institution might consider when undertakskg a
assessment of the relationship they have with their custoiffeesfollowing factors are not
exhaustive and are not prescribed as a checklist. It is for the financial institution to assess and
decide what is appropriate in the circumstances ofbti@ness relationshipnd it is not
expected that all factors will be consideredlincases.

If it is determined, through a relationship risk assessment, that there are types of customer,
activity, business or profession that are at risk of abuse from ML anB/tindn the financial
institution should apply higher AML and CFT requmrents as dictatedy the relevant risk
factor(s).

45.1 Customer Risk Factors

When identifying theisk associated with itsustomersincluding thebeneficial ownerof
customersthe financial institutiortanconsider theisk related to:

@ thecustomer’s (and beneficial owner’'s) busi
(o) the customer’s (and beneficial owner ' s) r
(© the customer’s (and beneficial owner’'s) n

U Riskfactors that may be relevant when consideringrifleassocated withac u st omer ’ s
orbenef i cikudiness ar prefessional activityayinclude:

@) Does thecustomeror beneficial ownerhave links to sectors that are commonly
associated with higher corruption risk, such as constructionmaltauticals and
healthcarethe extractive industries or public procurement?

(b) Does the customer or beneficial owner have links to sectors that are associated with
higher ML and/orTFr i s k , for exampl e, certain mone
casinos or daers in precious metals?

(c) Does the customer or beneficial owner have links to sectors that involve significant
amounts of cash?

(d) Where the customer is a legal person or legal arrangement, what is the purpose of their
establishment? For example, what isrnlgure of their business?

(e) Does the customer have political connections, for example, are they a PEP, or is the

beneficial owner a PEP? Does the customer or beneficial owner have any other relevant
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links to a PEP, f or e xsadimgetbre PEPsaance if sa,ridgy o f
thesePEPs exercise significant control over the customer or beneficial owner? In line
with Regulation 12(1) oFIAML Regulations 2018where a customer or the applicant

for business is a PEBhe financial institution shall appDD measures.

() Does thecustomeor beneficial ownehold another prominent position or enjoy a high
public profile that might enable them to abuse this position for private gain? For
example, are they senior local egronal public officials with the ability to influence
the awarding of public contracts, decisimaking members of higprofile sporting
bodies or individuals who are known to influence the government and other senior
decisionmakers?

(9) Is thecustomerlegal persorsubject to enforceable disclosure requirements that ensure
reliable information about the u st o mer ' s bie publitly available, foo wn e r
example, public companies listed on stock exchanges that make such disclosure a
condition for listirg?

(h) Is there evidence that thustomerhas been subject to supervisory sanctions or
enforcement for failure to comply with AML and CFT obligations or wider conduct
requirements in recent years?

0) Is thecustomera public administration or enterprise from@untry or territory with
highlevels of corruption?

(), Isthec u st oantheb’esn e f i c i lzatkgraundrcansistest with what the firm
knows about t heir former, current or p |

turnover the source of fundsandtheu s t oomea n esf i c i saurce of wealéh? ' s

U The followingrisk factors may be relevant when considering rilsk associated with a
cust oanee n esf i ciraputatiorwner s’

(@)  Are there adverse media reports or other relevant sourcefoaihation about the
customerfor example, are there any allegations of criminality or terrorism against the
customer or the beneficial owner? If so, are these reliable and credible? The financial
institution should determine the credibility of allegasmn the basis of the quality and
independence of the source of the data and the persistence of reporting of these
allegations, among other considerations.

(b) Has thecustomeybeneficial owneor anyone publicly known to be closely associated
with them had their assets frozen due to administrative or criminal proceedings or
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(€)

(d)

(@)

(b)

(€)

(d)

(e)

(f)
(9)

(h)

allegations of terrorism oFF? Does the firm have reasonable grounds to suspect that
the customeror beneficial owneror anyone publicly known to be closely associated
with them has, tssome point in the past, been subject to such an asset freeze?

Does the firm know if theustomeror beneficial ownehas been the subject of an
internal or external disclosure in the past?

Does the firm have any dhouse information about the u s t o an the beneficial

0 w n eimtégrity, obtained, for example, in the course of a istamdingbusiness
relationshi

The following risk factors may be relevant when considering rikk associated with a
cust oonmbehef i ci mature and behavious. THmancial institutionshould
note that not all of thesesk factors will be apparent at the outset, they may emerge only
once ausiness relationshipas been established:

Does thefinancial institutionhas any doubts about tiveracity or accuracy of the

customer’s or beneficial owner’'s identity
Are there indications that the customer might seek to avoid the establishment of a
business relationship? For example, does the customer look to carry out one transaction

or several on®ff transactions where the establishment of a business relationship might

make more economic sense?

|l s the customer’s ownership and control S
ft he customer’s ownership ande, sthere ano | st
obviouscommercial or lawful rationale?

Does the customer issue bearer shares or does it have nominee shareholders?

Is the customer a legal person or legal arrangement that could be used as a personal
asset holding vehicle?

Isthereasoundeason for changes in the customer
Does the customer request transactions that are complex, unusual or unexpectedly large

or have an unusual or unexpected pattern without an apparent economic or lawful
purpose or a soundommercial rationale? Are there grounds to suspect that the
customer is trying to evade specific thresholds, such as those subject to mandatory
reporting, either in Mauritius or the cus
Does the customer request unnecgssaunreasonable levels of secrecy? For example,

is the customer reluctant to share identification data, or do they appear to want to

disguise the true nature of their business?
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0) Can the customer’s or benefici abeeasdyner ' s
established, for example, through their occupation, inheritance or investments?

(), Does the customer use the products and services they have taken out as expected when
the business relationship was first established?

(K) Is the customer an NPO whoseiwties could be abused fdi- purposes?

4.5.2 Countries and Territories Risk Factors

When identifying theisk associated with countries and territories,fthancial institutioncan
consider theisk related to those countries and territories with whictctrstomer beneficial
owner has arelevant connectianThese are detailed at 3.2.1 and 3.2.4. Additionahg
following can be considered:

Thefinancial institutionshould note that the naturacapurpose of théusiness relationship
will often determine the relative importance of individual country and geograpisictdctors.

For example:

(@  Where thefundsused in théusiness relationshigr occasional transactidmave been
generated abroad, the level of predicate offencddlioand theeffectiveness of a
counttersioory’ s bépagclarly elgvant. e m wi | |

(b)  Where funds are received from, or sent to, countries or territories where groups
committing terrorist dences are known to be operating, financial institutionshould
consider to what extent this could be expected to, or might give rise to, suspicion based
on what thefinancial institutionknows about the purpose and nature oflibsiness
relationshipor occasional transaction

(c) Where thecustomeor beneficial owners alegal persorr legal arrangementhe firm
should take into account the extent to which the country or territory in which the
customeror beneficial owners registered effectively corfips with international tax

transparencgtandards.

U Risk factors that the financial institutioncanonsi der when i denti fyi
t err it orthardsmarenceancetdx campliance include:

€) Is there information from more than one credible and reliable source thaduhty
hasbeen deemed compliant with international tax transparency and infonnrsaaang

standards? Is there evidence that relevant rules are effectively implementediéeprac
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Examples of possible sources include reports by tleéab Forum on Transparency

and the Exchange of Information for Tax Purposes of the OECD, which rate
jurisdictions fortax transparency and information sharing purpasesessments of the
coumbrtgrritory’s commitment to automatic
CommonReporting Standard; assessments of compliance with Recommendations 9, 24
and 25 and Immediate Outcomes 2 and 5 of the FATF Recommendations by the FATF

or FATFstyle regioml bodies; and IMF assessments (for example, IMF staff
assessments offshore financial centres).

(b) Has the country or territory committed to, and difesdy implemented, th€ommon
Reporting Standard on Automatic Exchange of Information, which the G20eatin
20147

(c) Has the country or territory put in place reliable acdessible beneficial ownership
registers?

U Riskfactors the firm should consider when identifying tis& associated with the level of
predicate offences t@lL in a country or territorynclude:

@) Is there information from credible and reliable public sources about the level of
predicate offences tdL in the country or territory, for example, corruption, organised
crime, tax crime and serious fraud? Examples include corruption percejttees;
OECD country reports on t hebribemponventennt ati o
and the UN Office on Drugs and Crime World Drug Report.

(b) Is there information from more than one credible and reliable source about the capacity
ofthecounttgrsiopry’s investigative judicial
prosecute these offences?

4.5.3 Products, Services and Transactions Risk Factors

U When identifying theisk associated with its products, services or transactions, the financial
ingtitution canconsider theisk related to:

(@) the level of transparency, or opaqueness, the product, service or transaction affords;
(b) the complexity of the product, service or transaction; and

(c) the value or size of the product, service or transaction.

U Risk factors that may be relevant when consideringritie associated with a product,
service or transaction’s transparency i ncl
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(@) To what extent do products or services allow tustomeror beneficial owner
structurego remain anonymous, or facilitatedimg their identity? Examples of such
products andgervices include bearer shares, fiduciary deposits, personal asset holding
vehicles, andegal entities such as foundations that can be structured in such a way as
to take advantage of anonymity and alld@alings with shell companies or companies
with nominee shareholders.

(b)  To what extent is it possible for a third party that is not part dbtseness relationship
to give instructions, for example, in the case of cer@onrespondent banking
relationshig?

U Risk factors that may be relevant when consideringrifle associated with a product,
service or transaction’s complexity includ

€)) To what extent is the transaction complex and does it vevaiultiple parties or
multiple countries or territoriesfor example, in the case of certain trade finance
transactions? Are transactions straightforward, for example, are regular payments made
into a pension fund?

(b) To what extent do products or services allow pays@&om third parties or accept
overpayments wédre this would not normally be exped? Where third party payments
are expected, does the firm know the thi
benefit authority or a guarantor?

(c) Does the financial institution understand tisksassocated wth its new or innovative
product or service, in particular where this involves the use of new technologies or

paymentmethods?

U Risk factors that may be relevant when consideringrifle associated with a product,
service or transcudeti on’s valwue or size in

(&8 To what extent are products or services cash intensive, for example, many payment
services and certain curreatcount8

(b)  To what extent do products or services facilitate or encouragerhlghk transactions?

(© Are there any caps on transaction valoe levels of premium that could limit the use

of the product or service fdiL andTF purposes?
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Chapters - CustomeiDue Diligence( * CDD’ )

Financial institutios must identify their customers, and where applicable, their beneficial
owners and thewverify their identities, which is essential to the prevention of money laundering
and combding the financing of terrorism. CDD is the means by wHiolancial institutiors
achieve such knowledge and is a key element of any internal AML/CFT system.

This chapter sets out the minimum CDD requirements and establishes a framework by which
afinancial institutionshould develop a riskased approach to deciding the type and extent of
CDD measures to apply to different types of customers, products and services.

Identification and verification refers to establishingd verifyinga cust omer ' s i d
Verification refers to the verification of elements of the identification informabgrusing
independent reliable sourceghich may include material obtained from the customer such as

a passport to verify the cust ofmancialmstiinteame . |t
satisfyingitself thatits customer is who they say they are.

The inadequacy or absence of satisfactory CDD measures can suinjantel institutionto
serious customer and counterparty risks, as well as reputational, operational, legal and
regulatory risks, any of which can result in significant financial @#stbusiness.

Effective CDD measures are vital because they:

€)) help to protect théinancial institutionand, more widely, the integrity of the financial
system of the jurisdiction and globally, by reducing the likelihood offit@ncial
institution s sifess becoming a vehicle for, or a victim of, financial crime;
(b)  assist law enforcement agency, by providing it with relevant information ascertained
via CDD in the event of a suspicious tran
(c) constitute an essential part of soursk management, for example by providing the
basis for identifying, limiting and controlling the risk posed by particular customers or

classes of customers.

Financial institutios must routinely consider the risks that all such relationships pose to them
and the manner in which those risks can be limited. To dbremcial institutiors must be

able to demonstrate the effective use of documented CDD information. CDD inforngation i
also a vital tool for the MLRO and business employees when examining unusual or higher risk
activity or transactions, in order to determine whether a STR will be appropriate.

CDD measures that should be undertakenth®y financial institutionunder therelevant
legislation include:
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@ identifying and verifying the identity of each applicant for business;

(b) identifying and verifying the identity of individuals connected to the account or
transaction, such as the customer’s benef

(c) obtaining inbrmation on the purpose and intended nature of the business relationship
(the inability for employees of thinancial institutionto understand the commercial
rationale for business relationship may result in the failure to identitycaomercial
and theefore potential money ladering and financing of terrorism activity);

(d)  conducting ongoing due diligence on the business relationship and scrutiny of
transactions throughout the course of that relationship, to ensure that the transactions in
which the customer is engaged are consistent witfirtaacial institution s kne wl ed g
of the customer and its business and risk profile (including the source of.fendger
reference can be made to Chater

(e) achieving each of the above measures by using reliable, independently sourced
documents, data or information (this is intendadough the use of commercial
databases and public information); amsuring that all material collected under the
CDD process is kept relevant and up to date (for example undertaking reactive reviews
in response to trigger events, and by undertakinglaeglanned reviews of existing
records at intervals determined by risk rating, with higher risk customers warranting

more frequent reviews).

If a financial institutionforms a suspicion that one or more actual or proposed transactions
relates to monelaundering or terrorist financing, it should take into account the risk of tipping
off when performing the CDD process. If timancial institutionreasonably believes that
performing the CDD process will tip off the customer or potential customéuid stop the

CDD process and will need to file a STR in such circumstances. This should be included in the
employee training programme as described in Chdter

An applicant for business may be an individual acting on his own behalf or for others (fo
example, a trustee of an express trust), or a legal body or legal arrangements seeking to enter
into or having entered into a business relationship or to conduct-affotransaction, as
principal or on behalf of a third party.

! The FSC considers the beneficial owner(s) as the natural person(s) who ultimately owns or has control over a customer or
the person(s) on whose behalf a transaction is being conducted. This also includes those natural person who exercise
ultimate control over a legal person or arrangement and such other persons as may be specified in Regulations 6 and 7 of
FIAML Regulations 2018.

44



FSC AML/CFT Handbook

A financial institutionis required to take reasonable measures at the time of establishing a
business relationship to determine whether the applicant for business is acting on behalf of a
third party. If thefinancial institutiondetermines that the applicant is acting for adtipiarty,

then it must keep a record setting eut

(@) the identity of the third party (and any beneficial owners or associated persons as
required);
(b)  the proofs of identity required under Regulation 3 of the FIAML Regulations 2018; and

(c) the relationship between the third party and the applicant for business.

Where CDD measures are required to be undertéikancial institutiors must apply the CDD
measures listed above in order to enable a customer profile to be prepared.

In applying CDD measures, financial institutisrwill be expected to follow a riskased
approach as provided in Chapteof this Handbookwhile meeting the standards set out in
legislation A risk-based approach to CDD is one that involves a number of steps isigses

the most effective and proportionate way to manage the money laundering and financing
terrorism risk faced by Bnancial institution

In light of the information obtained,fanancial institutionmust carry out and maintain a risk
assessment of tlagplicant, taking into account all the relevant factors.fit@cial institution

will allocate a risk rating based on the client profile, geography and other factors that the
financial institutiondeemed necessary on a risk based appréacther guidace is provided
under Chapte4.

The risk assessment of a particular applicant will determine the extent of identification
information (and other CDD information) that will be requested, how that information will be
verified, and the extent to which thiesulting relationship will be monitoredChapter4
provides further guidance on the above.

Systems and controls will not detect and prevent all instances of money laundering or the
financing of terrorism. A ristbased approach will, however, serve to balance the cost burden
placed on d&inancial institutionand on applicants and customers whté risk that the business

may be used in money laundering or to finance terrorism by focusing resources on higher risk
areas.

Care nevertheless has to be exercised under-aasgd approach. Being identified as carrying
a higher risk of money laundegrdoes not automatically mean that a customer is a money

launderer or is financing terrorism and vice versa.

The extent of customer relationship information sought in respect of a particular applicant, or
type of applicant, will depend upon the juriséas with which the applicant is connected, the
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characteristics of the product or service requested, how the product or service will be delivered,
as well as factors specific to the applicant and the associated risk ratings.

Financial institutios must kep and maintain customer relationship information with respect

to all its customers as detailed in the CDD measures listed above. This would include
scrutinising the source of funds and the source of wealth. The source of funds normally refers

to the orign of the particular funds or assets which are the subject of the business relationship
between thdinancial institutionand its client and the transactions fimancial institutionis
required to undertake on t he nwsdted ealapbsitesl orb e h a |
remitted). The source of funds requirement refers to where the funds are coming from in order

to fund the relationship or transaction. This does not refer to every payment going through the
account, however thienancial institutionmust ensure it complies with the ongoing monitoring
provisions as laid out in Chapt@of this Handbook.

The source of wealths di sti nct from source of funds an
financial standing or total net worth i.e. those activi es whi ch have gener ;
funds and property. Anancial institutionis required to hold sufficient information to establish

the source of wealtland this informatiormust be obtained for all higher risk customers
(including higher riskdomestic PEPs) and all foreign PEPs and all other relationships where

the type of product or service being offered makes it appropriate to do so because of its risk
profile.

For express trusts the CDD information should provide the type of trust (eetidisary),

the structure of any underlying legal bodies (if applicable) and nature of activities undertaken
by the trust and any underlying legal bodies. And this should also include the classes of
beneficiaries and classes within an expression of wishes

A financial institution must periodically update relevant CDD information and its risk
assessment throughout the business relationship with each customer as provided irBChapter

of thisHandbook. In the event of any material change (for example, afibeth ownership or

control of the applicant / customer or the third parties on whose behalf the applicant/customer
acts, or an adverse change infihancial institution s per cepti on of the re
information it already holds), then resmble further measures should be taken to verify
identity of the applicant/customer.

Financial institutiors must ensure that there is consistency between the information they hold
on the applicant /customer and the nature of transactions or proposeactti@ns. Where there

is any indication of abnormal or potentially suspicious activity within the context of the product
or service being provided, or any other event occurs to cast doubt on the CDD held by the
financial institution then thefinancial irstitution must take additional measures to verify the
information already obtained and to obtain such further information as may be necessary.
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5.1 Identificationand verification

A financial institutiormust, on the basis of the relevant CDD information collected, make an
analysis of the information provided and make such appropriate verification using external
database or source, and consider whether it is appropriate to collect further CDD information.
CDD information comprises botilentification and verification information and customer
relationship information.

Regulation 3(1) of the FIAML Regulations 2018 imposes an obligation f@inaacial
institutionto identify his customer whether permanenbocasional and verify the identity of
his customerFinancial institutios should note that failure to identify and verify customers is
an offence under the FIAMA

Financial institutios must have in place clear, documented procedures governing how they

will:

@) identify and verify the identity of their applicants for business and existing customers
on a risk based approach (including identifying and verifying the identity of any
connected individuals such as beneficial owners and controllers of the applicant);

(b)  determine whether or not an applicant for business is acting or intending to act for a
third party; and

(c)  where thdinancial institutions unable to determine whether the applicant is acting for
a third party or not, make a suspicious activity report pust@asection 14 of the
FIAMLA to the Financial Intelligence Unit.

These procedures must be brought to the knowledge of and be readily available to all relevant
staff for the creation of an effective internal compliance culture and all staff will be afvare
the reporting chain and procedures to follow.

All relevant employees must receive ongoing training that is tailored to their role and
responsibilities within the business as detailed in Chapter 12 of the Handbook.

5.2 Natural Persons

Regulation 4 ofthe FIAML Regulations 2018 lays down specific requirements for natural
persons (applicants or beneficial owners/controllers of applicants).

A financial institutionmust collect the identification data on a natural person, and verify that
data, in accordance with the following:

(@) The data to be collected applies to both standard and high risk applicants for business.
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(b)  The appropriate number of methods for verifying thata will vary depending on

whether the customer is standard or high risk.

5.3 Identification and Verification data for natural persons
TABLE 1

Data to be collected: Permissible methods for verifying data:

1. Legal name (including an § current valid passport
former names, @ses and an'

other names used) current valid national identity card

2 Sex 1 current valid driving licence (where th@nancial
institution is satisfied that the driving licensir

3. Date of birth aut hority carries out

4. Place of birth before issuing the licence)

5. Nationality In each case, the document must incorpo

photographic evidence of identity.

Where the legal person with which the natural persc
associated is low or standard rishen the method o
verification for each required piece of data v
normally suffice and can be one of the above meth

However where the legal person is high risk, or wt
a high risk rating would otherwise be attached to
individual principal, tha the methods of verificatio
will depend on the riskiness of the relationship
more than one method will be necessary

6. Current residential addres § any of the identity sources listed above;
PO B addresses are n

acceptable

7. Permanent residential addre 1l

a recent utility bill issued to the individual by nan
a recent bank or credit card statement; or

(if different to current q g recent reference or letter of introduction from

residentialaddress) afinancial institutionthat is regulatech Mauritius;
(i) a regulated financial services business whic
operating in an equivalent jurisdiction or
jurisdiction that complies with the FATF standart
or (iii) a branch or subsidiary of a grot
headquartered in a wekgulated overseas count
or teritory which applies group standards
subsidiaries and branches worldwide, and tests
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application of, and compliance with, su

standards.
‘“recent’ me a theeemonths.h i n t
8. Any public position heldanc A | et ter or other writt

where appropriate, nature status from the public body in questiamd or any
employment (including self enhanced CDDa letter or other written confirmation «
employment) and name ¢ employment.

employer

9. Government issuedpersonal The relevant government document.
identification number or othe
govenment issued uniqu
identifier

Where a particular aspect of an individual?’
nationality, or any other forms as approved)firancid institution must take reasonable
measures to reerify that particular aspect of identity of the individual using the same methods
prescribed by the table above. In case of high risk customers, further verification should take
place either using a newigsued replacement for the expired document.

5.4 Applicants for businesswho are Legal Persons dregal
Arrangements

Regulatios 5, 6 and 7 of the FIAML Regulations 2018 lays down specific requirements where
an applicant is a legal person or a legal arrangement.

For customers that are legal persoimsancial institutiors should identify and verify the
identity of beneficial ownerby obtaining information on

(a) the identity of all the natural persons who ultimately have a controlling ownership
interest in the legal person;

(b)  where there is doubt under subparagraph (a) as to whether the person with the
controlling ownership intest is the beneficial owner or where no natural person exerts
control through ownership interests, the identity of the natural person exercising

effective control of the legal person; and

2 A controller is person who is able to control or exert significant influence (through shareholding interest or
otherwise) over, the business or financial operations of a company whether directly or indirectly
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(c) where no natural person is identified under subparagraph (a) atige(entity of the

natural person who holds the position of senior managing official

Where the underlying shareholders are not natural perBoascial institutios mu st

down’ to establish the i de notning gr cantfolling the

dr i
nat u

business. A legal person may have one or more methods of data verification as provided in the
right column and the method of data verification will apply according to the legal status of the
person to be identified.

5.5 Identification and verification data for legal person

TABLE 2

Person to be
identified

Underlying
persons who
are individuals.

Data to be identified Method of data verification

As per the requirements for natur As per the requirements for natui
person person

Where the individualpersons are Where the legal person with whic
such by virtue of their status i the underlying person is associai
members of the board of directors is low or standard risk, then tf
a relevant legal person (¢ method of verification for eac
equivalent— for examples partner required piece of data will normall
in a partnershigt , or council suffice and can be one of the abc
members in a foundatiorfinancial methods.

institutiors are required to identif
and verify the identity of all suct
persons.

However where the legal person
high risk, or where a high ris
rating would otherwise be attach:
to the individual principal, then th
methods of verification will depen
on the riskiness of the relationpr
and more than one method will |
necessary

3 u

senior management” includes an officer or employee with sufficient knowledge of the institution’s money

laundering and terrorist financing risk exposure and sufficient seniority to take decisions affecting its risk
exposure, and need not, in all cases, be a member of the board of directors.

4Including the General Partner(s) and Limited Partners under a Limited Partnership.
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Private 1. Legal status of body 1 Certificate of incorporation (o
companies other appropriate certificate ¢
registration or licensing);

2. Legal name of body _
 Memorandum and Articles c

Partnerships . .
Association (or equivald);

3. Any trading names 1 Company registry searcl
Sociétés including confirmation that the
person is not in the process
4. Nature of business being dissolved, struck of
Foundations wound up or terminated;

Latest audited financie

5. Date and country ol _
statements or equivalent;

Other legal incorporation / registration
persons §  Annual report or equivalent;

6. Official identification number 1 Personal visit to principallace
(for example, company numbe  Of business;

Partnership deed or equivaler
7. Registered office address Charter of Foundation;

Acte de société;

=A =4 =4 =4

8. Mailing address (if different) Certificate of good standin

from a relevant national body;

1 Reputable and satisfactory thi
party data, such as a busine
9. Principal place of business information service

operations (if different)
1 Any other source o]}

10.Any other data which the  information that to verify tha
financial institutionconsiders tc the document submitted

be reasonably necessary for 1 genuine.
purposes of establishing the tr
identity of the legal person.

Where identification information relating to a legal person is not available from a public source,
afinancial institutionwill be dependent on the information that is provided by the legal person.
Financial institutios should accordingly treat such information with care and in any event in
accordance with the | egal person’s risk asse

Where dfinancial institutionintends to use data held by a third party organisation, such data
must be satisfactory and the organisation reputable. Such criteria will be likely to be satisfied

where the organisation:
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(@) accesses a wide range of information sources; and
(b) has transparent pcesses that enabldiaancial institutionto know what checks have
been carried out, what the results of these checks were and to be able to determine the

level of satisfaction provided by those checks.

5.6 Legal arrangements

For customers that are legal arrangemdimancial institutions should identify and verify the
identity of beneficial owners

(@)  for trusts, on the identity of the settlor, the trustee, the beneficiaries or class of
beneficiaries, and where applicables firotector or the enforcer, and any other natural
person exercising ultimate effective control over the trust, including through a chain of
control or ownership;

(b)  for other types of legal arrangements, on the identity of the persons in equivalent or

similar positions.

A financial institutionmust collect the identification data concerning a legal person listed in
the lefthand column of the table below, and verify that data in accordance with the following:

(@) The data to be collected applies to lowmslard and high risk applicants for business.
Potential methods of data verification are listed in the 4figimtd column of the table.
(b)  The appropriate number of methods for verifying the data will vary depending on the
status of the person to be idemdiand the risk rating:
() Forlow risk legal persons, verification of each piece of the required data may take
place usingpneof the methods identified.
(i) For standard and high risk legal persons, verification of each item of the required
data must take plaausing at least two such methods wherever practicable.
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5.7 ldentification and verification data for legal arrangement
TABLE 3

Person Data to be identified Method of data verification
arrangement
to be
identified
Underlying As per the requirements for legal persc As per the requirements fc
principals above legal persons above
who are legal : .
persons In (.:|rcumsta.nce.s where an applicant
business which is a legal arrangement
or purports to act on behalf of a legal pers
then identification and verification mu:
take place not just in respect of that leg
person, but also in respect of that le
person’s under | yi
accordance with the preceding row of tl
table.
Legal 1. Legal status ofrrangement (includinc § Trust deed or equivaler
arrangement date of establishment) instrument

2. Legal name of arrangement |9 Official certificate of
applicable) registration (if applicable)

3. Trading or other given name(s) ¢ Where the above prove
arrangement (if applicable) insufficient, any othel
document or other sourc
of information on which it
5. Any official registration or identifying is reasonable to plac
number (if applicable) reliance in all the
circumstances

4. Nature of business

6. Registered office addss (if applicable)
7. Mailing address (if different)

8. Principal place of business / operatic
(if different)

9. Any other data which thdinancial
institution considergo be reasonabl
necessary for the purposes
establishing the true identity of the lec
arangement.
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Financial institutios must seek and obtain assurances from the trustee/s (or controlling
individual/s) that all of the data requested byfihancial institutionunder the above process
has been provided, and that the individual(s) will notifyfthancial institutionn the event of

any subsequent changes.

Where identification information relating to a legal arrangement is not available from a public
source, dinancial institutionwill be dependent on the information that is provided by the legal
arrangement (usually through its controlling individuals, such as trustéesncial
institutiors should accordingly treat such information with care and in any event in accordance
with the legal arrangement risk assessment.

5.8 Acquisition of a businessr block of customers

Where dinancial institutiontakes on a business which has established business relationships
or a block of customers fimancial institutionshall undertake sufficient enquiries to determine:

@ whether the bus ipnedues, contrGidaDd spsteind aceindire with
current AML/CFT legislative requirements;
(b)  the level and the appropriateness (having regard to risk) of identification data held in

relation to the customers and business relationships which are to bedcquir

In deciding whether to acquire the businegsancial institutiormay rely on the identification
data held where:

(@) The business relationships were established in jurisdictions that have equivalent
AML/CFT legislation or meets the FATF Standards;

(b) The business’ CDD policies, procedures an
legislative framework;

(c) Thefinancial institutionhas obtained identification data for each customer acquired.

Where deficiencies in the identification data held are identifether at the time of
transfer/acquisition or subsequently, fimancial institutionmust determine and implement a
programme to remedy any such deficiencies, prioritised according to its assessment of the risks.

5.9 Individuals acting on behalf o&pplicants for business and
customers

There might be cases where applicants for business and customers (particularly those which
are legal persons) will have one or more individuals authorised to act on their behalf in dealing
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with financial institutiors—for example, persons authorised to instrucfitiencial institution

to transfer funds on the customer’s behalf.
sources: for example, a power of attorney, or an authorised signatory mandate #trmsor
instrument.

Financial institutions must have in place appropriate policies, procedures and controls to
ensure that they are able to identify and verify the identity of all persons purporting to act on
behalf applicants for business or existicigstomers, and to confirm the authority of such
persons to act.

Financial institutiors must, in the case of individuals acting on behalf of applicants for business
or existing customers, obtain identification data and verify that data in accordandéevith
Table 1 above

Where a particular aspect of the above identification data subsequently changes or expires, a
financial institutiomrmust take reasonable measures teendfy that particular aspect of identity
of the individual.

5.9.1Third party relance

A financial institution may rely on relevant third parties to complete certain customer due
diligence ("CDD") measures, provided that there is a contractual arrangement in place with the
third party and the third party provides all CDD informatiorthe financial institution (but the
document can be provided at a later stage and upon request) and undertakes to provide to the
firm any CDD documents obtained as soon as practicable upon request pursuant to section 17D
of the FIAMLA. Where such reliamcis permitted, the ultimate responsibility for CDD
measures will remain with the financial institutions relying on the third party. Further guidance

is provided in Chaptes.

5.10 Electronic identification and verification

Where a financial institutioadopts a system providing for the electronic verification of natural
person identity, the financial institution must assess the veracity of the controls inherent within
the system in order to determimdnether the financial institution can place reliancetloe
results produced, or if additional steps are necessary to complement the existing controls.

The additional steps undertaken by the ririal institution could includerequiring a
representative of the financial institution a designatethird pary for example a lawyer, a
notary or an accountatda be present with the natural person when thbaarding software is
being used
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Whilst the use of electronic verification can help to reduce the time and cost involved in
gathering information and idefitation data for a natural person, the financial institution
should be mindful of any additional risks posed by placing reliance on an electronic method or
system. This should include understanding the method and level of review and corroboration
within the system and the potential for the system to be abused.

Knowledge and understanding of the functionality and capabilities of a system can help provide
assurance of its suitability. In particular, there should be certainty of the methods applied to
corrdborate identification data. The use of more than one confirmatory source to match data
enhances the assurance of authenticity. A process whereby the images taken are independently
verified, either by a suitably trained individual or computer system, tiireothe authenticity

of the identification data used to verify identity (for example, that the identification data has
not been fraudulently altered, is listed on a missing/stolen documents list, etc.). The
corroboration of biometric information (for exaia, finger prints, voice identification, etc.)

and/or geotagging/geolocation (i.e. the inclusion of geographical identification metadata to
confirm the location in which the user interacted with the system) could be done.

In all circumstances, the financial institution should adopt a risk based approach to satisfy itself
that the documents received adequately verify that the customer is who they say they are and
that the financial institution is comfortable with the authetyt of these documents. The
financial institution could check the type of file and ensure it is tamper resistant, it could check
the email address it is being received from to ensure it seems legitimate and relates to the
customer sending in the documeinan, if the document has been certified that it is a suitable
certifier etc.

Where the financial institution is unsure of the authenticity of the docunterstsd on
electronic means of collectipror that the documents actually relate to the customer,
cumulative approach should be taken and additional measures or checks undertaken to gain
comfort. If still unsatisfied with the verification of identity or address the business relationship
must proceed no further, the financial institution must terraitta business relationship and
consideration be given to making an internal disclosure.
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Chapter6: EnhancedueDiligence

Regulation 12 of the FIAML Regulations 2018 provides thaancial institutiors shall
implement internal controls and other prdgees to combat money laundering and financing

of terrorism, includingeDD procedures with respect togh-risk personsbusiness relations

and transactions and persons established in jurisdictions that do not have adequate systems in
placeto combaimoneylaundering and financing of terrorism.

Where the ML/TF risks are identified to be higherireancial institutionshall takeEDD
measures to mitigate and manage those risks.

Financial institutios must assign a high risk rating to the applicant forrassi where a high
risk of ML/TF has been identified. This is explained in details in the risk based approach and
customer due diligence chapters of tHendbook

TheEDD measures that may apply for higher risk relationships should include:

€)) requesting dditional information on the customer and updating on a frequent basis the
customer or the beneficial owner;

(b)  obtainingadditionalinformation on the intended nature of the business relationship and
the source of fund/wealth;

(c) obtaining information on the tended or performed transactions;

(d)  obtaining the approval of senior management to commence or continue the business
relationship;

(e)  conducting close monitoring of the business relationship;

() any other measuresfimancial institutionmay undertake with relatn to a high risk

relationship.

In case where dinancial institutionis unable to perform the requirdehhanced CDD
requirements, the latter shall terminate the business relationship and file a suspicious
transaction report under section 14 of FhAMLA.

6.1 PEPs

PEPs are individuals who are or who have been entrusted with prominent public functions
foreign, domestic and international organisation PEP, as well as the close relatives and
associates of such persorRReferto the definition section of tHelAML Regulations2018).

Business relationships with PEPs pose a greater than normal money launderingasicial
institutiors, by virtue of the possibility for them to have bettefi from proceeds of corruption,
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as well as the potential for therdue totheir offices and connections) to conceal the proceeds
of corruption or other crimes.

6.2 Non faceto-face relationships or occasional transactions

The FSCrecognises that business conductedibgncial institutiols may also be conducted

on a non faceto-face basis, i.e. where there is no face to face contact with the customer or
connected persons such as beneficial owners or controllers. Examples might be where
identification information is provided through a trestabout persons who are connected with

a trust, or by a legal body about the persons who are its beneficial owners and cootrollers
throughidentification documents received througlectronic meansA further example may

be where, although there is &io-face contact with a customer, the supporting identification
and verification documentation is provided at a time when the customer is not present.

Financial institutios must apply appropriate enhanced CDD measures onsenskive basis
where anapplicant for business or customer (or any connected person, such as a beneficial
owner or controller) is unable to be identified amiden the financial institution isnsure of

the authenticity of the documentsrnonfaceto-facerelationships

6.3 Conneced personghat are PEPs

Connected persons
controllers.

wi || include wunderl yi ng¢

Financial institutios must apply appropriateEDD measures on a riséensitive basis where an
applicant for business or customer (or any connected person, such as a beneficial owner or
controller) is a PEP, and must ensure that they operate adequate policies, procedures and
controls to comply with thisequirement.

Financial institutios must:

(@) develop and document a clear policy on the acceptance of business relationships or one
off transactions with such persons, and ensure that this is adequately communicated,;

(b)  obtain and document the approval sénior management prior to establishing
relationships with such persons;

(© where such persons are discovered to be so only after a relationship has commenced,
thoroughly review the relationship and obtain senior management approval for its
continuance; and

(d)  apply EDD measures to establish the source of funds and source of wealth of such

persons.
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Chapter7: Simplified Due Diligence

In general, the full range of CDD measures should be applietinbycial institutions.
However simplified CDD measures can be implemented in cases where lower risks have been
identified and this corresponds to the situations outlined in Regulation 11 of the FIAML
regulations and where the CDD measures are commensurate with the lower risk factprs or a
guidance issued.he possibility of applying simplified CDD measures does not remove from
thefinancial institution its responsibility to adopt CDD measures, it only alfomapplication

of reduced measureghe ultimate decision rests with thieanaal institutionand there may

be instances, depending on the level of risk and all the known circumstances (a high risk
relationship e.g. PEP will be dealt with more caution rather than the routine CDD measures),
where it is inappropriate to adopt thesm@ified measuresAn example of simplified CDD
measure could be not requiring CDD documentation for beneficial owner of publicly listed
entities. Thdinancial institution could obtain and retain documentary evidence of the existence
of the public compangnd of its listed status, together with a copy of its annual report to verify
that the individuals who purport to act on behalf of such entity have the necessary authority to
do so.

Under all circumstancefinancial institutiors must keep the client risk assessment up to date
and review the appropriateness of CDD obtained even if simplified CDD measures are adopted.
Financial institutios are required to keep the risk assessment and level of CDD requirements
under review and thievel of risk of the CDD measures should be consistent with the risk of
the relationship.

Financial institutios can apply simplified CDD measures where

€) Lower risks have been identified and the simpliied CDD measures shall be
commensurate with thewer risk factors;

(b)  Thereis alow level of riskinancial institutons shall ensure that the low risk identified
is consistent with the findings of the national risk assessment or any risk assessment

carried out, whichever is most recently issued;

Where dinancial institutiordecides to adopt the simplified measures in respecpafticular
applicant, it must:

(@ document that decision in a manner which explains the factors which it took into
account (including retaining any relevant supportdogumentation) and its reasons for

adopting the measures in question; and
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(b) keep the relationship with the applicant (including the continued appropriateness of
using the simplified measures) under review, and operate appropriate policies,

procedures and ctmols for doing so.

Simplified CDD shall never apply where, famancial institutionknows, suspects, or has
reasonable grounds for knowing or suspecting that a customer or an applicant for business is
engaged in money laundering or terrorism financinipat the transaction being conducted by

the customer or applicant for business is being carried out on behalf of another person engaged
in money laundering or where there are other indicators of ML/TF risk.

Where simplified CDD measures are adoptetncial institutiors should apply a riskased
approach to determine whether to adopt the simplified CDD measures in a given situation

and/ or continue with the simplified measures

to transaction monitoringbligations.
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Chapter8: Third Party Reliance

A financial institutionmay rely on relevant third parties to compleggtain CDDmeasures,
provided that there is a contractual arrangement in place with the third party. Where reliance is
placed on a third party for elements of CDD, fimancial institutionmust ensure that the
identification information sought from the third party is adequate and accurate. The CDD
information has to be submitted immediately in line with section 17D of the FIAMLA upon
onboarding although the documents can be provided upoieseat a later date. Where such
reliance is permitted, the ultimate responsibility for CDD measures will remain with the
financial institutions relying on the third party.

In a third party reliance scenario, the third party should be regulated, supervised and monitored
and subject to CDD in line with section 17C of the FIAMLA and record keeping requirements
pursuant to section 17F of the FIAMLA and Regulation 21 of the FIAR&gulations2018

which provides for third party reliancé/hen reliance is placed on a third party that is part of

the same financial group, tHemancial institutionmust ensure that the group applies the
measures as applicable to regulation 21(4) oFtAdIL Regulations 2018

Moreover,the financial institutionneeds to be aware on the level of the country risk when
determining in which country (ies) the third party can be based, countries with strategic
deficiencies in the fight against money laumdgrand the financing of terrorism, e.g those
identified by the FATF as having strategic deficiencies. A high risk country cabeikose
countries that are vulnerable to corruption and which are politically unstable, the above
examples are not exhauwsi

An example of a third party reliance arrangement is in the context of investmeigundy a
third party reliance arrangement between the fund or its administrator and a relevant third party
that acts as a fund distributor for its underlying in@esis very common.

I n order to ensure that these arrangements
and its administrator should ensure that:

1 there is a signed agreement between the fund or its administrator and the relevant third

party, in which the third party consents to being relied upon for these purposes and

undertakes;
q to provide any CDD information obtained immediately upon onboarding;
1 the signed agreement contains clear contractual terms in respect of the obligations of

the third party to obtain and maintain the necessary CDD records and to provide the

CDD documents upon request;
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1 the signed agreement does not contain any conditiongiid@e, whether explicit or
implied, which may result in the inability of the third party to provide the CDD
documents. For example, language which qualifies the obligation to provide the CDD
documents, such as "to the extent permissible by law" or "subjesjulatory request",
is not acceptable. This is of particular relevance where reliance is placed on a third party
based in a jurisdiction that is subject to secrecy laws or similar restrictive rules; and

T policies and procedures are in place which s#tam approach with regard to the
identification, assessment, selection and monitoring of third party relationships,
including the frequency of testing performed on such third parties to deliver the

necessary CDD documents when requested.

Reliance may oml be placed on third parties to carry out CDD measures in relation to the
identification and verification of a customer's identity and the establishment of the purpose and
intended nature of the business relationship. Third parties may not be relied waory tout

the ongoing monitoring of dealings with a customer, including identifying the source of wealth
or source of funds.

The FSC recommends that regular assurance testing is carried out in respect of the third party
arrangementgo ensure that theDD documents can be retrieved without undue delay and that
the documentation received is sufficient pursuant to section 17(2)(v) of the FIAMLA.

Financial institutios should take steps to ensure that any existing third party reliance
arrangements complyith the applicable AML/CFT legislation in this regard. It is suggested
that, where third party reliance arrangements are in place, reporting entities (e.g. funds) receive
a report from the administrator about the arrangements that meets those requaechémas

the report details the outcome of the testing carried out.

8.1 Introduced Business

There are occasions where applicants for business are introduiteaintmal institutiors by
‘“introducers’ pursuant to Regul ati onpayl of
reliance.

Financial institutionshould subject thirgbarty introducers to the full identification and
verification CDD measures for identification and verification as provided under Regulations

3(a), (c) and (d) of the FIAML Regulations 2018.

Thefinancial institutionshould at the tima of establishing the introducer relationship should
carry out a risk analysis of this relationship and monitor the introducer relationship.
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In line with the thirdparty reliance obligations, when individual applicantsapplicants which
are body corpota, are introduced to &nancial institutionby anintroducer, thefinancial
institutionshould:

(@) obtain and maintain documentary evidence that the introducer is regulated for the
purposes of preventing money laundering and terrorist financing; and

(b) be sasfied that the procedures laid down by the introducer meet the requirements
specified in the FIAMLAandFIAML Regulations 2018

Financial institutios should at all times bear in mind that the ultimate responsibility to ensure
the completion of satisfamty CDD measures rests with themdnot with the introducer.

Where it is proposed to rely on the introducer to carry out any of the CDD requirements,
financial institutiors must adopt a riskased approach and must:

(@) obtain explicit written assurancgom the introducer that it will carry out the
requirements for CDD;

(b)  satisfy themselves independently (and have clear procedures for doing so) that the
procedures followed by the introducer are sufficiently robust to ensure that the
introducer complies wit the requirerants of the AML/CFT legislation; and

(c) obtain evidence that the introducer is regulated/ supervised.

Where CDD identification data and other documentation is to be retained by the introducer
rather than théinancial institution there must ba clear written understanding between the
financial institutionand the introducer that

(@  such data will be retained by the introducer and will not be disposed of without the
financial institution s consent ,

(b)  thefinancial institutionwill have timely access to such data (including inspection of
documents) upon request, and

(c) such data will be promptly transferred to the custody ofitfecial institutionif the

introducer ceases to dotthat capacity

Financial institutios ds ofadirectors or equivalent senior management must ensure that
periodic testing of the above arrangements are conducted bgaheial institutionto ensure

that thefinancial institutionis complying with the current legislative framework with respect
to the above provision.
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Chapter©: Monitoring Transactions and Activity

9.1 Introduction

The regular monitoring of Business relationshincluding any transactions and other activity
carried out as part of that relationship, is one of the most important aspects of effective ongoing
CDD measures.

It is vital that the financial institution understands & s t obaekgrdusd and is aware of
changes in the circumstances of thistomerandbeneficial ownerthroughout the lifecycle of
abusiness relationshifhe financial institution can usually only determine when it might have
reasonable grounds for knowing or suspecting Rflatand/orTF is occurring if it has the
means of assessing whefransaction or activity falls outside the normal expectations for a
particularbusiness relationship

There are two strands to effective ongoing monitoring:

(@)  The first relates to the transactions and activity which occur on #oeldgy basis
within a business relationship and which need to be monitored to ensure they remain
consistent with the financial institution
or service it is providing to the customer.

(b)  The second relates to the customer themselwdstee requirement for the financial
institution to ensure that it continues to have a good understanding of its customers and
their beneficial owners. This is achieved through maintaining relevant and appropriate
CDD and applying appropriate ongoing scrieg.

This Chapter deals with the requirement for the financial institution to mobitsiness
relationshipson an ongoing basis, including the application of scrutiny to large and unusual or
complex transactions or activity so tivdit andTF may be idetified and prevented as required
under Regulation 3(1)(e) of thH@AML Regulations 2018

9.2 Obijectives

A key prerequisite to managing thiesk of a business relationships understanding the
customerandbeneficial ownerand where changes to those parmiesur. It is also important
to maintain a thorough understanding of Itlisiness relationshgnd to appropriately monitor
transactions in order to be in a position to detect, and subsequently report, suspicious activity.

The type of monitoring appliedylihe financial institution will depend on a number of factors
and should be devel oped wi t housmess rislkkassassneents o t h
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andrisk appetite The factors forming part of this consideration will include the size andenatur
of the financi al i nstituti on’ custdmedsaserardshe, 1 nc
complexity and volume of expected transactions or activity.

The monitoring obusiness relationshighould involve the application of scrutiny to lasgel

unusual or complex transactions, as well as to patterns of transactions or activity, to ensure that
such transactions and activity are consi ster
customertheir business anikk profile, including whee necessary, the sourcefonds

Particular attention should be paid hah risk relationshipgfor example, those involving
PEPS$, highrisk countries and territories and highk transactions.

An unusual transaction or activity may be in a form that is inconsistent with the expected
pattern of activity within a particulabusiness relationshipor with the normal business
activities for the type of product or service that is being delivered.ekample, unusual
patterns of transactions with no apparent or visible economic or lawful purpose.

The nature of the monitoring in any given case will depend on the business of the financial
institution, the frequency of activity and the types of busin&&snitoring may include
reference to: specifitypes of transactions; the relationship profile; a comparison of activities
or profiles with that of a similar customer or peer group; or a combination of these approaches.

9.3 Obligations

Under Regulation 3(1) (d) of thElAML Regulations 2018 financial institutions should
understand and obtain adequate and relevant information on the purpose and intended nature
of a business relationship or occasional transaction. Further, in accordémdeegulation

3(1) (e) of theFIAML Regulations 2018 financial institutions should conduct ongoing
monitoring of a business relationship, including

0] scrutiny of transactions undertaken throughout the course of the relationship, including,
where necessy, the source of funds, to ensure that the transactions are consistent with
his knowledge of the customer and the business and risk profile of the customer;

(i) ensuring that documents data or information collected und€&Mie process are kept
up to dateand relevant by undertaking reviews of existing records, in particular for

higher risk categories of customers.

Regulation 12(2)(f) of th&lAML Regulations 201&tates thaEDD measures that may be
applied for higher risk business relationships includimgducting enhanced monitoring of the
business relationship, by increasing the number and timing of controls applied, and selecting
patterns of transactions that need furthemexation.
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Regulation 15(1)(d) of thElAML Regulations 2018equires a financial institution wmnduct
enhanced ongoing monitoring doreign PEPs, whether as customer or beneficial owner
addition to performing the CDD measures. The same requirapphésin cases when there

is higher risk business relationship with a domestic PEdh anternational organisation PEP
Examples of the additional monitoring arrangements for high risk relationships could include:

€)) undertaking more frequent reviewstogh risk relationships and updating CDD

(b) information on a more regular basis;

(©) undertaking more regular reviews of transactions and activity against the profile and

(d)  expected activity of the business relationship;

(e)  applying lower monetary thresholds for themrtoring of transactions and activity;

() reviews being conducted by persons not directly involved in managing the relationship,

()  for example, the CO;

(h)  ensuring that the financial institution has adequate MI systems to provide the board and
CO with the timelyinformation needed to identify, analyse and effectively monitor high
risk relationships and accounts;

(1 appropriate approval procedures for high value transactions in respect of high risk

(), relationships; and/or

(k) a greater understanding of the personal circantgs of high risk relationships,

including an awareness of sources of third party information.

The financial institution should also consider the possibility for legal persons and legal
arrangements to be used as vehicles for MLT&nd

9.4 PEP Relatioships

The system of monitoring used by the financial institution must provide for the ability to
identify where a customer or beneficial owner becomes a PEP during the course of the business
relationship and whether that person is a foreign PEP, domEtR or international
organisation PEP.

In accordance with Regulation 15(1) (b) AML Regulations 2018where a customer or
beneficial ownebecomes a foreign PEP during the course of an existing business relationship,
as part of th&DD measures subsequently applied the financial institution shall obtain senior
management approval to continue that relationship. The same requirement iapptisss

when there is higher risk business relationship with a domestic PER orternational
organisation PEP.
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It is not expected that the financial institution will have a thorough knowledge of, or fully
research, a family connection. The extent to which a connection is researched should be based
upon the size, scale, complexity and involvemerthefperson in the context of the business
relationship and the profile of the business relationship, including its asset value.

It is possible that family members and/or associates may not inform the financial institution, or

even be aware, of their PBERtus and therefore independent screening and monitoring should

be conducted. I't is also possible thah an in
for example, where that person takes office during the life of a business relationship. It is
therefore important that ongoing monitoring exists in order to identify changes of status and

risk classification.

9.5 High Risk Transactions or Activity

When conducting ongoing monitoring, the following are examples of red Wagh may
indicate highrisk transactions or activity within lusiness relationship

@ an unusual transaction in the context of
business relationsh{fior example, abnormal size or frequency for thestomeor peer
group, or dransaction or activity involving an unknown third party);

(b)  funds originating from, or destined for, an unusual location, whether specific to an
individual business relationship, or for a generic customer or product type;

(c) transactions or activity unexpedtg occurring after a period of dormancy;

(d) unusual patterns of transactions or activity which have no apparent economic or lawful
purpose;

(e) aninstruction to effect payments for advisory or consulting activities with no apparent
connection to the known activities of the customer or their business;

() the involvement of charitable or political donations or sponsorship; or

(g)  arelevant connectiowith a country or territory that has significant levels of corruption,

or provides fundin@r support for terrorist activities.

Financial institutions must remain conscious that under the FIAMLA, they have an obligation
to prevent and detect ML arid.

A customer who is, or may be, attempting to launder money may frequently structure his
instructions in such a way that the economic or lawful purpose of the instruction is not apparent
or is absent entirely. When asked to explain circumstances or transactions, the customer may
be evasive or may give explanations which do not stand up to rekseoaliiny.
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Where a financial institution is suspicious, or has knowledge of, money laundering or terrorist
financing, it should not unquestioningly carry out instructions as issued by the customer.

If a financial institution unquestioningly carrieatainreasonable instructions in this manner,

it may mean that it is failing in its duty to prevent and detectTVL/

When faced with unreasonable customer instructions that lead the relevant person to know or
suspect MLTF, the financial institution mudile a suspicious transaction report and also
consider taking legal advice. Please refer to Chapter 10 of the Handbook for further guidance
on internal and external disclosures.

9.6 Handling Cash Transactions

The use of cash and monetary instruments as asydgayment or method to transfer funds

can pose a higher risk of MLF than other means, such as wire transfer, cheques or illiquid
securities. Unlike many other financial products with cash and monetary instruments there will
likely be no clear auditail and it may be unclear where the funds have originated from. Section

5 of the FIAMLA states that any person who makes or accepts any payment in cash in excess
of 500,000 rupees or an equivalent amount in foreign currency, or such amount as may be
presceibed, shall commit an offence.

Therefore, where cash and monetary instrument transactions are being proposed by customers,
and such requests are not i n accordance wi l
financial institution must approach suchustions with caution and make relevant further
enquiries.

In relation to cash transactions, the financial institution should consider factors such as the
amount of cash, currency, denominations and the age of the notes in determining whether the
activityi s  ‘“nor mal’ for the customer along with
activity.

Financial institutions should be especially robust when dealing with requests for frequent or
unusually large amounts of cash and monetary instrument by cusiasapecially where the

customer is resident in jurisdictions where tax evasion is a known problem.

Financial institutions should be vigilant for explanations given by customers which do not stand
up to scrutiny.

Where theihancial institution habeen unable to satisfy itself that the transaction is legitimate
activity, and therefore considers it suspicious, an internal disclosure must be made.

9.7 RealTime and PosEvent Transaction Monitoring
Monitoring procedures should involve a combinationeaittime and posevent monitoring.

68



FSC AML/CFT Handbook

Realtime monitoring focuses on transactions and activity where information or instructions
are received before or as the instruction is processedeast monitoring involves periodic,

for example monthly, reviews dfansactions and activity which have occurred over the
preceding period.

Realtime monitoring of activity can be effective at reducing exposuk&Ltol F and predicate
offences such as bribery and corruption, whereasgy@sit monitoring may be more ettive
at identifying patterns of unusual transactions or activities.

In this respect, regardless of the split of #ti@@le and posevent monitoring, the ovearching
purpose of the monitoring process employed should be to ensure that unusual trangadtion
activity are identified and flagged for further examination.

Financial institutions should ensure that the flags / alerts raised are examined within the shortest
delay and properly documented prior to closure.

9.8 Automated and Manual Monitoring

The financi al Il nstitution’”s monitoring proce
activities and complexity, together with theksidentified within itsbusiness risk assessments

While bigger financial institutions with large volumes tadinsactions will likely favour an
automated system, the financial institution may conclude that a manutihteand/or post
event monitoring process is sufficient given the size and scale of its business.

Notwithstanding the method of monitoring usélde financial institution should adapt the
parameters of its processes, in particular the extent and frequency of monitoring, on the basis
of materiality andisk, including, without limitation, whether or notasiness relationshig

ahigh risk relatonship

The rationale for deciding upon either a manual or automated method of monitoring, together
with the criteria in defining the parameters of that monitoring, should be based on the

conclusions of t hesindss riskeassessnganhdriskragpetitet ut i on’ s

Where an automated monitoring method is used, whether specific to the financial institution or
a groupwide system, the financial institution must:

(& understand how the system works and how to use the system (for example, making full
use of guidance);
(b) understand when changes are to be made to the system (including the nature and extent

of any changes);
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(c) understand the system’ s coverage (includ
and/orparties monitored);
(d) understand the sowes of data used (including both the source(s) of internal data fed
into the system and the source(s) of external data to which it is compared);
(e) understand the nature of the system’'s out
() set clear procedures for dealing with potential matches, driven on the basksather
than resources; and
(9) record the basis for discounting alerts (for example, false positives) to ensure there is

anappropriate audit trail.

Where the financial ingtition is a branch office or subsidiary of an international group and
uses groupwvide systems for transaction and activity monitoring, the ability for the financial
institution to dictate the particular characteristics of the monitoring conducted bysteensy
may be limited. Where this is the case, notwithstanding the gxag nature of the system,
the financial institution must bsatisfiedthat it provides adequate mitigation of thisks
applicable to the business of the financial institution.

The financial institution should be aware that the use of computerised monitoring systems does
not remove the requirement faelevant employeet® remain vigilant. It is essential that the
financial institution continues to attach importance to human alertRassors such as a
person’ s intuiti custpmedithar Raeto-face or ort tlkedelephone;taid a
the ability, through practical experience, to recognise transactions and activities which do not
seem to have a lawful or economic purposenake sense for a particulaustomey cannot be
automated.

9.9 Examination

In accordance with Regulation 25(1) BfAML Regulations 2018where within ausiness
relationshipthere are complex, or large and unusual transactions, or unusual patterns of
transactions, which have no apparent economic or lawful purpose, the financial institution shall
examine the background and purpose of those transactions.

As part of its examination, the financial institution should give consideration to the following:

(&) reviewing the identified transaction or activity in conjunction withrlationship risk
assessmerand theCDD informationheld;
(b) understanding the background of the activity and making further enquiries to obtain

any additional information required tenable a determination to be made by the
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financial institution as to whether the transaction or activity has a rational explanation
and economic purpose;

(c) reviewing the appropriateness of tieéationship risk assessmantight of the unusual
transactioror activity, together with any supplemen@DD informationobtained; and

(d)  considering the transaction or activity in the context of any other connegs@tess
relationships and the cumulative effect this may have on the risk attributed to those

relatiorships.

For the purposes of Regulation 25(1F0AML Regulations 2018what comstitutes a large and
unusual orcomplex transaction will be based on the particular circumstancebwusiaess
relationshipand will therefore vary fronsustomeito customer

The financial institution must ensure that the examination of any large and unusual, complex,
or otherwise higher risk transaction or pattern of transactions or other activity is sufficiently
documented and that such documentation is retained in a raaddgsible manner in order to
assist thé=-SC the FIU, other domestic competent authorities and auditors.

The financial institution must ensure that proceduresnaiatainedvhich requirereporting of
internal disclosures to be made to MERO in accodance with the requirements of Regulations

27 (c) of FIAML Regulations 201&nd Chapter 10 of thidandbookwhereany information or

other matters that come to the attention of the file handler and his opinion gives rise to any
knowledge or suspicion thanother person is engaged in money laundering and terrorism
financing activity

Following the conclusion of its examination, the financial institution should give consideration
to whether followup action is necessary in light of the identiftehsaction or activity. This
could include, but is not limited to:

(@) applying EDD measures where this is considered necessary or where the financial
institution has reassessed thesiness relationshigss being highiisk as a consequence
of the transactioor activity;

(b) considering whether furtheemployeetraining in the identification of large and
unusualcomplex, or higher risk transactions and activity is needed;

(© considering whether there is a need to adjust the monitoring system (for example,
refining monitoring parameters or enhancing controls for more vulnerable products,
services and/or business units); and/or

(d)  applying increased levels of @oing monitoring for particular relationships.
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9.10 OngoingCDD

In accordance with Regulation 3(1)) (@), the requirement to conduct ongoir©@DD will

ensure that the financial institution is aware of any changes in the developménisofiess
relationship The =extent of t he f CDDanmeasur@sl must best i t u
determined on dsk-sensitive basidHowever, the financial institution must be aware that as a
business relationshigevelops, the risks &L andTF may change.

It should be noted that it is not necessary tearfy or obtain currendentification datainless

an assessment has been made thadémgification dateheld is not adequate for the assessed

risk of thebusiness relationshigr there are doubts about the veracity of the information already

held. Examples of such could include a material chamgke way that the business of the
customerns conducted which is inconsistent with its existing business profile, or where the
financial institution becomes aware of changes t@ a st o orebre’'nsef i ci al O Wr
circumstances, such as a change of addres

In order to reduce the burden omstomersand othelkey principalsin low risk relationships
trigger events (for example, the opening of a mesountor the purchase of a further product)
may present a convenient opportunity to reviewGBd® informationheld.

The review must take account of the CDD and EDD obtained on the customer, whether there
have been any changes to the customer’s ac!
relationship has changed the relevant person should consider winethesk rating of the

customer needs amending and carry out further CDD procedures to ensure that the revised risk
rating and basis of the relationship is fully understood. Ongoing monitoring procedures must

take account of these changes. If the riskngea significantly it should be remembered that
EDDmay be required. The review should inclu
relation to the high risk third countries and sanctions list.

Financial institutions must ensure that any updated CDDrrnmdtion obtained through
meetings, discussions, or other methods of communication with the customer is recorded and
retained with the customer’s records. That i
Failure to adequately monitor customer s’ act
by criminals and may call into question the adequacy of systems and controls, or the prudence
and integrity or fithess and properness of the management ofdime&s1

9.11 Customer screening

When obtaining CDD or carrying on ongoing monitoring, it is likely that a financial institution
wi || perform searches agai nst -persopal @stosnerg me r
against the names of the benefi@alners, controllers, beneficiaries etc. These searches can
be performed using a wide variety of risk management systems or public domain searches.

S
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When conducting searches against the name of an individual or entity, financial institutions
should conside “negative press i n addition to whet
sanctions or PEP list.

Negative press is the term given to any negative information, whether alleged or factual. This
could be anything from an allegation of fraud by adisged former customer to an article in
a newspaper relating to a criminal investigation.

Consideration should be given to the credibility of the information source, the severity of the
negative press, how recent the information is and the potentiatirtige negative press would
have on the business relationship with that customer.

The FSCwould expect the financial institution to document:

the source and date of the search;
actions taken to confirm or discount any potential match;
details of the negative press;

any actions taken to verify or disprove the claims; and

= =2 4 A -

any additional actions taken as a result of this information such as treating the customer

as high risk and/or seeking proof of source of wealth/funds etc.

9.12 Oversightof Monitoring Process by Compliance Officer

The CO should have access to, and familiarise his or her s#if thie results and output from

the financi al institution’s monitori @@ pr occ¢
who in turn should report regularly to theard providing relevant management information

such as statistics and key performance indicators, together with details of any trends and actions
taken where concerns or discrepancies have been identified.

Theboards houl d consider the appropriateness and
monitoring processes as part of |busiessasknual
assessmentsand associated policies, procedures and controls. Thisildshimclude
consideration of the extent and frequency of such monitoring, based on materiatigkasd

set out in thdusiness risk assessments

Where the financial institution identifies weaknesses within its monitoring arrangements, it
should ensuréhat these are rectified in a timely manner.
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ChapterlO: Reporting suspicious transactions

10.1 Introduction

Financial institutions have the opportunity to observe the day to day transactions of their
customers. Law enforcement agencies do not halenited resources to monitor every
transaction performed in the financial system by every individual or busimgisdo have
access to confidential information relating to known or suspected criminals and terrorists.

Communication between the financimstitutions and the law enforcement agencies is
therefore fundamental with the aim of preventing money laundering and terrorist financing.
Financial institutions have a critical responsibility in determining transactions which give rise
to reasonablergund to suspecatnypotential link to money laundering and terrorist financing.

Under the FIAMLA, a suspicious transaction has been defined as a transaction which:

(&) givesrise to a reasonable suspicion that it may involve
() the laundering of money or tipeoceeds of any crime; or
(i) funds linked or related to, or to bead for, terrorist financing dry proscribed

organisations, whber or not the funds represéhé proceeds of a crime;

(b) is made in circumstances of unusual or unjustified complexity;

(c) appearso have no economic justification or lawful objective;

(d) is made by or on behalf of a person whose itietias not been established ttee
satisfaction of the person with whom the transaction is made; or

(e)  givesrise to suspicion for any other reason.

A transaction includes

(&) opening an account, issuing a passbook, rentisgf@a deposit box, entering into a
fiduciary relationship or establishing any othdéwusiness relationship, whether
electronically or otherwise; and

(b)  aproposed transaction or an attepdptransaction.

Given the above, financial institutions showalido be able to report transactions which are
planned for the future and give rise to suspicion and/or transactions which have been
endeavouredThe predicate offence need not be known or etiggl, reasonable grounds to
suspect should suffice.
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10.2 Role of the Money Laundering Reporting Officer

Regulation 26(1) of thEIAML Regulations 2018equiresa financial institution to appoint a
Money Laundering Reporting Officeto whom an internal report shall be made of any
information or other matter which comes to the attention of any person handling a transaction
and which, in the opinion of the persaives rise to knowledge or reasonable suspicion that
another person imgaged in money laundering or the financing of terrorism.

Further Regulation 26(2) of tHelAML Regulations 2018equiresa financial institution to
appoint a Deputy Money Laundering Reporting Officer to perform the duties of the Money
Laundering Reportig Officer in his absence.

According to Regulation 26(4) of thelAML Regulations 2018the Money Laundering

Reporting Officer and the Deputy Money Laundering Officer must be:

@) be sufficiently senior in the organisation of the financial institution or have sufficient
experience and authority; and

(b) have a right of direct access to the board of directors dfirthacial institutionand

have sufficient time and resources to effeslly discharge his functions.

The MLRO/ DMLRO is the person who is nominated to ultimately receive internal disclosures
and who considers any report to determine whether an external disclosure is required.

The DMLRO should be of similar status and exgece to the MLRO.
In this Handbook, reference to the MLRO implieh e DMLRO i n the MLRO’

The responsibilities of the MLRO will normally include, as stated inRiAML Regulations

2018

€)) undertaking a review of all internal disclosures he tight of all available relevant
information and determining whether or not such internal disclosures have substance
and require an external disclosure to be made to the FIU;

(b) maintaining all related records;

(c) giving guidance on how to avoid tipping off the customer if any disclosure is made;

(d) liaising with the FIU and if required tHeSCand participating in any other third party
enquiries in relation to money laundering or terrorist financing prevention tidetec
investigation or compliance; and

(e) providing reports and other information to senior management.
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10.3 Unusual activity

According to Regulation 28(2) of tHdAML Regulations 2018where a financial institution
identifies any unusual activity in tle®urse of a business relationship or occasional transaction
the financial institution should:

€)) perform appropriate scrutiny of the activity;

(b)  obtainEDD in accordance with regulation b2ly if this will not tip off the clientand
(c) consider whether to makan internal disclosure in accordance with the reporting

procedures established under regulation 27.

Reference can also be made to Chapten Monitoring Transactions and activitywhere
unusuakctivity has been briefly discussed.

Unusual activityincludes but not limited toany activity or information relating to a business
relationship, occasional transaction or an attempted transaction where there is no apparent
economic or lawful purpose, including transactions that-are

) complex;

(i) both large and unusual; or

(i)  of an unusual pattern.

Unusual activity also includebut not limited toanything that causes the financial institution

to doubt the identity of the customer (including beneficial owners and controllers or introducer
where appropri@) or anything that causes the financial institution to doubt the good faith of
the customer (including beneficial owners and controllers or introdwbere appropriate).

Situations that are likely to appear unusual includker alia

(a) transaction®r instructions which have no apparent legitimate purpose and appear not
to have a commercial rationale;

(b)  transactions, instructions or activity that involve apparent unnecessary complexity;

(c) where the transaction being requested by the customer is that @fdinary range;

(d)  where the size or pattern of transactions is out of line with expectations for that
customer;

(e)  where the customer is not forthcoming with information about their activities, reason
for a transaction, source of funds, CDD documentadton

() where the customer who has entered into a business relationship uses the relationship
for a single transaction or for only a very short period of time where that was not

expected;
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(g the extensive use of off shor a&aeisconsigteatt ur e s
with the use of such services;

(h) transfers to or from high risk jurisdicti
expected activity;

) unnecessary routing of funds through third party accounts;

(), unusual investment transactions with no discernible purpose; and

(k) extreme urgency in requests from the customer, particularly where they are not
concerned by large transfer fees, early repayment fees etc.

Please note that this is not an exhaustiveUlausual activity is likely to be detected during
ongoing monitoring (see Chapt@of the Handbook), when receiving an application from a
new customer, when receiving an instruction to carry out a transaction or during other
communications with the customer.

Where a financial institution identifies unusual activity, Regulation 28(R)iresthefinancial
institution to perform ‘appropriate scrutin\
scrutiny of the activity may involve making enquiries of the customer and asking the questions

as per the circumstancé®elevant processesalid be in place to ensure thatusual activity

alerts or incidences are reviewed and analysed promptly so that an internal disclosure can be
filed as soon as possiblE.or f urt her detail on how to cond
refer to par® bdow.

10.4 Suspicious transaction reporting procedures

According toRegulation 28(1) of thé=IAML Regulations 2018where a financial institution
identifies any suspicious activity dras reasonable ground to suspibett a transaction is
suspiciousin the course of a business relationship or occasional transattierfinancial
institution should

(@)  consider obtainingDD in accordance with Regulation 12 of tREAML Regulations
2018 and

(b) make an internal disclosure in accordance with the proceduresisstdblinder
Regulation 27 of th€IAML Regulations 2018

The reporting procedures as above must also apply to prospective customers and transactions
that were attempted but that did not take pld¢e MLRO should then consider the internal
disclosure tassess whether an external disclosure need to be made to the FIU.

77



FSC AML/CFT Handbook

Regulation27 of the FIAML Regulations 2018requires a financial institution to have
documented reporting procedures in place that will:

(@) enable all its directors, management andapfiropriate employees to know to whom
they should report any knowledge or suspicion of MLActivity;

(b)  ensure that there is a clear reporting chain to the MLRO;

(c) require reports t onteimadisoiasuds) t of t aey MLRDoO( v
other méters that come to the attention of the person handling that business and which
in that person’s opinion gives rise to an
engaged in MLTF activity;

(d) require the MLRO to then consider these reports in the bfhall other relevant
information available to determine whether or not it gives rise to any knowledge or
suspicion oML/TF activity;

(e)  ensure that the MLRO has full access to any other available information that may be of
assistance; and

() enabletheidr mati on or ot her maaextereal discloswe)t &ioned
be provided as soon as is practicable the Financial Intelligence Unit if the MLRO knows

or suspects that another is engaged inTWLactivity.

The recording of internal and extatrdisclosures are covered furtfarl0.6and10.7 of this
Chapter.

10.5 Potential Red Flags

The following is a norexhaustive list of possibIML and TF red flags that the financial
institution should be mindful of when dealing withbasiness relationshipr occasional
transaction

(@)  The deposit or withdrawal of unusually large amounts of cash fraae@runt

(b) Unwillingness to provide CDD documentation on beneficial owrastrollers

(c) Deposits or withdrawals at a frequency that is inconsisteth the financial
i nst i undearstandmg of that customer and their circumstances.

(d) Transactions involving the unexplained movement of funds, either as cash or wire
transfers.

(e) Payments received from, or requests to make payments to, unknowsassagiated

third parties.
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() Personal and business related money flows that are difficult to distinguish from each
other.

(9) Financial activity which is inconsistent with the legitimate or expected activity of the
customer.

(h)  An account or business relationship becomes aafiee a period of dormancy.

) The customer is unable or reluctant to provide details or credible explanations for
establishing a business relationship, opening an account or conducting a transaction.

(), The customer holds multiple accounts for no apparent coomher other reason.

(K) Bank drafts cashed in for foreign currency.

() Early surrender of an insurance policy incurring substantial loss.

(m)  Frequent early repayment of loans.

(n)  Frequent transfers indicated as loans sent from relatives.

(0) Funds transferred to a chigror NPO with suspected links to a terrorist organisation.

(p) High level of funds placed on store value cards.

(@) Insurance policy being closed with a request for the payment to be made to a third
party.

(9] Large amounts of cash from unexplained sources.

(s) Obtainal loan and repaid balance in cash.

(® Purchase of high value assets followed by immediate resale with payment requested via
cheque.

The above list is not exhaustive and its content is purely provided to reflect examples of
possible red flags. The existenceame or more red flag does not automatically indicate
suspicion and there may be a legitimate reason whystomerhas acted in the manner
identified.

10.6 Internal disclosures

Where suspicious activity is identifiedn internal disclosure must be made to the MLRO in
accordance with Regulation 28(1) of tRRAML Regulations 2018It is the responsibility of

the MLRO (or if appropriatethe Deputy MLRO) to consider all internal disclosures he/she
receives in the lighof full access to all relevant documentation, this may include reviewing
CDD, transaction patterns and other connected accounts / relationships. The evaluation process
should be fully documented. All relevant persons must ensure that the MLRO receives full
cooperation from all staff and full access to all relevant documentation so that he/she is in a
position to decide whethdahere are reasonable grounds to suspect money laundering or
terrorist financingThe predicate offence need not be known or suspected, reasonable grounds
to suspect should suffice.
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Failure by the MLRO to diligently consider all relevant material may lead to vital information
being overlooked and the suspicious transaction or actiaitypoeing externally disclosed to

the FIU in accordance with the requirements of the legislation. As a result, the MLRO must
document internal disclosures made by employees to record the results of the assessment of
each disclosure.

Financial institutins must ensure that all employees are made aware of the identity of the
MLRO and his/her Deputy, and the proceditrefollow when making an internal disclosure
report to the MLRO. Reporting lines should be as short as possible with the minimum number
of people between the employee with suspicion and the MLRO. This ensures speed,
confidentiality and accessibility to the MLRO. All disclosure reports must reach the MLRO
without any undue delay. Under no circumstances should reports be filtered out by supervis
or managers such that they do not reach the MLRO.

All suspicions reported to the MLRO must be documented (in urgent cases this may follow an
initial discussion by telephone). The report must include the full details of the customer and as
full a staement as possible of the information giving rise to the suspicion.

The MLRO should acknowledge receipt of the internal disclosure and at the same time, provide
a reminder of the obligation to do nothing that might prejudice enqusieh agipping off
the customer or any other third party.

10.7 External disclosureSuspicious Transaction Reports)

Regulation 29(1) of th&IAML Regulations 2018&equires the MLRO, in the event of an
internal disclosure being made, to assess the information contained théehiilsclosure to
determine whether there are reasonable grounds for knowing or suspecting that the activity is
related to MLTF.

Regulation 29(2) of thEIAML Regulations 201&nd Section 14 of the FIAMLAequires the

MLRO to make an external disclosyie the form prescribed in Section 15 of the FIAMLA)

as soon as practicable but not later than 15 working days from the day on which it becomes
aware of a transaction

if the MLRO-

€)) knows; or

(b) hasreasonable grounds to belietlegat an internal disclosureay be suspicious
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10.8 Recording of internal and external disclosures

Regulation 30 (1)(a) of th€lIAML Regulations 2018&equires the financial institution to
establish and maintain a register of all ME/internal disclosures made to the MLRO or
Deputy MLRO. The register must include details of:

the date the report was made;

1

1 the person who made the report;

1 whether the report was made to the MLRO or Deputy MLRO; and;
1

information to allow the papers anelevant documentation to be located.

Regulation 30 (1)(b) of thElAML Regulations 2018equires the relevant person to establish
and maintain a register of dL/TF external disclosures made to the FIU. The register must
include details of:

i the date of the disclosure;
i the person making the disclosure; and
1 information to allow the papers relevant to the disclosures to be located.

Regulation 30(2) of thé&-IAML Regulations 2018states that the registers of internal and
external disclosures may be contained in a single document if the details included in the
registers can be presented separately for internal and external disclosures upon request by a
competent authority.

10.9 UnusualActivity-Conducti ng appropriate

activity

Regulation 28(2) of th&IAML Regulations 2018equires the relevant person to conduct
‘“appropriate scrutiny’ of any wunusual acti vi
atincet ai |l in conjunction with additional i nfo

activity, an explanation of the activity from the customer, supporting documentary evidence or
information from independent data sources. CDD provides the basis fonignggunusual

activity therefore it is imperative that CDD is satisfactory on all customers and that business
relationships are monitored appropriately.

The aim of conducting ‘appropriate scrutiny’
whether the activity is in fact suspicious and, if so, make a disclosure. If the activity is not
deemed to be suspicious but still appears unusual or risky, the relevant person should consider

81



FSC AML/CFT Handbook

ot her actions such as r evi essessment, arangingdupttterat i n g
ongoing monitoring or considering whether they have the risk appetite to continue doing
business with the customer.

When conducting ‘appropriate scrutiny’, othe
may need to bexamined. Connectivity can arise though commercial connections e.g. linked
accounts, introducers et@r through connected individuals e.g. third parties, controllers,
signatories etc. The need to search for information concerning connected accounts or
relationships should not delay making an external disclosure to the FIU.

The nature and scale of the scrutiny required will vary greatly depending on the type of activity,
the risk factors involved and the size and scope of the activity. Regardless oétticalsn
adopted, it is essential that the investigation and outcome are clearly documented in a prompt
and timely manner.

The following are likely to cause suspicion after conducting appropriate scrutiny:

(@) the customer is unable or refuses to provideasawnable explanation for the activity
and this is perceived as being an attempt to conceal criminal conduct rather than the
customer being awkward, unhelpful or secretive for personal reasons;

(b)) the explanation does not ‘tsense. Forexgmptea or ¢
bank’s customer sending repeat smal | amo
transfer fees incurred with no reasonable explanation;

(c) documentation supplied appears to be fraudulent, incomplete or doctored;

(d) independent data so@xreveal negative information on the customer or related parties
such as allegations of corruption; or

(e) activity appears consistent with knowtL/TF typologies.
Please note that the abdist is nan-exhaustive.

10.10 Appropriatescrutiny tips

The following tips shoulth e bor ne i n mind when conducting

(@ Investigate until you feel comfortable with the activity or have sufficient information
to submit a disclosure.
(b) Consider using a broad range of data soureesg. compars registers, address

verification sites, social networks, news.
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(c) Obtain an understanding of the relationships between the customer and any related
parties.

(d) Find out if the customer is or was acting on behalf of another person. If so, who and
why?

(e) Compae t he customer’s explanation with publ
if a large credit supposedly relates to the sale of a house, consider checking the address
and average prices in that area.

() Consider the information held against known typasgand high risk indicators
transaction type, customer background, location and currency.

(9) By checking the customer’ s historic acti\
example alocal business may always see a surge in cash deposits in Joneilisen.

(h) If requesting information or documentation from a customer, allow a reasonable
timeframe for them to respond and communicate by phone, email, online messaging
and fax wherever possible to expedite the prodeskBould be noted thatirther CDD
should not be pursued if it may tip off the client.

) If appropriateuse this as an opportunity to gain a better understanding of what activity

to expect going forward.

10.11 Tipping Off

Section 16(1) of the FIAMLA states that no person directlynadirectly involved in the
reporting of a suspicious transaction shall inform any person involved in the transaction or an
unauthorised third party that the transaction has been reported or that information has been
supplied to the FIU pursuant to a requeade under section 13(2) or (3) of the FIAMLA

Reasonable enquiries of a customer, conducted in a discreet manner, regarding the background
to a transaction or activity which has given rise to the suspicion is prudent practice, forms an
integral part ofCDD and orgoing monitoring, and should not give rise to tipping tfthe
employee suspects that CDD will tip off the client, the employee should stop conducting CDD
and instead the financial institution should immediately file an STR with the FIU

10.12 Teminating a Business Relationship

Whether or not to terminatelausiness relationshigs a canmercial decision, except where
required by law, for example, where the financial institution cannot obtain the redCid&d
information ancEDD as applicabléRegulations 12(3) and 13(of theFIAML Regulations 2018 The
financial institution should in these cases consider the following points when interacting with its
customer:
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(@)

(b)

it will become apparent to criminals tredementsf their criminal activity § known to

the financial institutionif it begins to ask probing questions regarding certain activities
or if it seeks to terminate the relationship or decline entering into a business relationship
without a meaningful pretexiThe financial institutionis therefore encouraged to
carefully consider the wording of any statementade tocustomersexplaning their
decision; and

the more information is included in the STR, the more valuable it will be to the FIU.
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Chapter 11Record keeping

Financialinstitutions are expected to have appropriate and effective policies, procedures and
controls in place to ensure that records including transactions are maintained during and after
the course of the business relationship, either in the form of originairdots or copies.

The books and records shall include

(@ all records obtained through CDD measures, including account files, business
correspondence and copies of all documents evidencing the identity of customers and
beneficial owners, and records andigsults of any analysis/assessment undertaken in
accordance with the FIAMLA, all of which shall be maintained for a period of not less
than 7 years after the business relationship has ended.

(b) records on transactions, both domestic and international, rhaugicient to permit
reconstruction of each individual transaction for both account holders aratoouant
holders, which shall be maintained for a period of 7 years after the completion of the
transaction; and

(c) copies of all suspicious transaction regpanade pursuant to section 14 or other reports
made to FIU in accordance with the FIAMLA, including any accompanying
documentation, which shall be maintained for a period of at least 7 years from the date

the report was made.

Where afinancial instituton destroys or removes any record (which includes register or
document as per section 17F of the FIAMLA); or fails to warn or inform the owner of any
funds of any report required to be made in respect of any transaction or any action to be taken
with resgect to any transaction; or facilitates or permit a transaction to be carried out under a
false identity commits an offence and on conviction is liable to a fine not exceeding one million
rupees and to imprisonment for a term not exceeding 5 years.

Records shall include account records of the customer during the course of the relationship and
shall be kept as long as prescribed under the relevant legislation and will also include any audit
report of the different functions of thimancial institution. The following information should

be kept for every transaction carried out in the course of a business relationshipoffr one
transaction:

(@ the name and address of the customer;

(b) if a monetary transaction, the kind of currency and the amount;
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(c) ifthet ransaction involves a customer’s acco

for the account;
(d) the date of the transaction;
(e) details of the counterparty, including account details;
() the nature of the transaction; and

(9) details of the transaction.

Customer transaction records must provide a clear and complete transaction history of
incoming and outgoing funds or assets.

Financial institutios are requested to keep sufficient records to demonstrate that their CDD
measures are appropriate in viewtlod risk of money laundering and terrorist financing and
are required to demonstrate that records of customer identification and verification can be
retrieved quickly and without delay in line with the relevant legislative framework.

Financial institutios must maintain records of all transactions undertaken on behalf of the
customer during the course of a business relationship, either in the form of original documents
or copies. Where copies of the original identification documents (passports, naticiralés

licence or any acceptable form of identification) are maintaitiede copies should be duly
certified in accordance with the CDD measures in place.

Regardless of the form in which th&nancial institution chooses to keep records,
correspondere records must be sufficiently detailed to enable a transaction to be readily
reconstructed at any time. Transaction records must adequately identify the nature and date of
the transaction, who initiated the transaction (instructions can be given tivanmls means
—emails, regular instructions, etc), the type and amount of currency, the type and number of
any account with thénancial institution and the name and address offthancial institution

and the responsible officer, employee or agent.

In the case of negotiable instruments other than currency, records must include particulars of
the name of the drawer and the payee (if any), the financial institution on which it was drawn,
the amount, date, and number (if any) of the instrument, andratoysement details.

Financial institutios must not enter into outsourcing arrangements or place reliance on third
parties to retain records where access is likely to be impeded by confidentiality or data
protection restrictions. Records held by thirdtigs are not considered to be in a readily
retrievable form unless tH@ancial institutionis reasonably satisfied that the third party is
itself an institution which is able and willing to keep and disclose such records when so
required.

Financialinstitutionrs must maintain records of all AML/CFT training delivered to employees.
These records must include:
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(@) the dates on which the training was provided;
(b)  the nature of the training, including its content and mode of delivery; and

(c)  the names of the emplegs who received the training.

Moreover, records should also include any assessment/audit carried out fayatiwal
institution

Where the records are being held electronicallyfittacial institutionshould ensure that the
working documents should be legible and in a usable filing sysenthat they can be
retrieved/found without undue delay and produced on a timely basis especially where the
originals are not to be retained.

Where dinancial insttution chooses to implement an electronic storage systenfintecial
institution should carry out an assessment of the risk, this risk assessment should be
documented. Based on the risk assessmeriinifwecial institutionmay determine whether it

is gopropriate to retain the originals.

Where afinancial institutionis aware that a request for information or an enquiry is being

conducted by a competent authority, flmancial institutionmust retain the relevant records
for as long as required by tkempetent authority.
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Chapterl2: Employee Screening and Training

12.1 Introduction

One of the most important tools available to financial institufitmassist in the prevention
and detection of financial crimes to have appropriately screened employees who are alert to
the potential risks of ML an@iF and who are well trainealith respect tétheCDD requirements

and the identification of unusual activity, which may prove to be suspicious.

The effective appliation of even the best designed systembgips, procedures and controls
can be quickly compromised if employees lack competence or probity, are unaware of, or fail
to apply, the appropriate policies, procedures and controls or are not adetyaatety.

12.2 Obligations

The financial institution is requirednderRegulation 22(1)(b) oFIAML Regulations 2018

to implement programmes for screening procedures so that high standards are maintained when
hiring employees. Furthermore, Regulation 22(13fcFIAML Regulations 201&tates that
programmesagainst money laundering and terrorism financing should also be in place to
includeongoing training programme for the directors, officers and employees of the financial
institution, to maintain awareness the laws and regulations relating to money laundering and
terrorism financing to (i) assist them in recognising transactions and actions that may be linked
to money laundering or terrorism financing; and (ii) instruct them in the procedures to be
followed where any links have been identified under sub subparagraph (i)

12.3 Board Oversight

TheBoardmust be aware of the obligations of the financial institution in relati@emjgloyee
screening and training.

The financial institution must ensure that the training provided to officeremuplbyeess

comprehensive and ongoing and that the officerseamployeesare aware oML andTF, the

associatedrisks and vulnerabilities of the financial institution, andeir corresponding
obligations.

The financial institution must establish and maintain mechanisms to measure the effectiveness
of the AML and CFT training provided televant employeesnd on a risk based approach

In order to measure the effectiveneséblL and CFT training, the financial institution could
consider it appropriate to incorporate an exam or some form of assessment intgaitsgon
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training programme, either as part of the periodic training providechfloyee®r during the
interveningperiod between training.

Regardless of the methods utilised, Hoardshould ensure that it is provided with adequate
information on a sufficiently regular basis in ordesatisfyi t sel f t hat the fina
employeesre suitably trainedtfulfil their personal and corporate responsibilities.

12.4 Screening Requirements

In order to ensure thamployeesare of the required standard of competence, which will
depend on the role of the employee, the financial institution must give considécation
following prior to,or at the time of, recruitment:

(@)  obtaining and confirming details of employment history, qualifications and professional
memberships;

(b)  obtaining and confirming appropriate references;

(c) obtaining and confirming details of amggulatory action or action by a professional
bodytaken against the prospective employee;

(d)  obtaining and confirming details of any criminal convictions, including the provision
ofacheck of the prospective employee’s cri

(e) screeningthe mpl oyees against the UN’'s | ist of ¢

proliferation financing targeted financial sanctions

The financial institution shouldlso carry out periodic ongoing of its employees against the
UN" s | i st of dnees fergonsaanc plolifgragion diranciag targeted financial
sanctions.

12.5 Methods of Training

While there is no single or definitive way to conduct trainihg, ¢ritical requirement is that
training is adequate and relevant to those being trainedhahdhe content of the training
reflectsgood practice.

The guiding principle of all AML and CFT training should be to encoudaggetors, officers

and employeesirrespective of their level of seniority, to understand and accept their
responsibility tacontribute to the protection of the financial institution againstifiks of ML
andTF.

The precise approach adopted will depend upon the size, nature and complexity of the financial
institution’s busi prectca exan@Gyideass sad eeohnologsbased ni n g,
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training programmes can all be used to good effect, depending on the environment and the
number ofdirectors, officers and employetesbe trained.

Training should highlight to directors, officers and employees the importance of the
contribution that they can individually make to the prevention and detection of MO'land
There is a tendency, particular on the part of more junior employees, to mistakenly believe
that the role they play igss crucial than that of more sencmileagues. Such an attitude can
lead to failures in thdissemination of important information because of mistaken assumptions
that the informationvill have already been identified and dealt with by more senior colleagues.

12.6 Frequencyand Scopef Training

The financial institution must provide the appropriate level of AML and CFT induction
training, or a written explanation, to all neamployees board members and senior
management before they become actively involved in the operations of the financial
institution.

Consideration should be given by the financial institution to establishing an appropriate
minimum period of time by which, after the start of their employment,aragoyeesshould

have completed their AML and CFT induction training. Satisfactory completion and
understanding of any mandatangduction training should be a requiremémthe successful
completion of are mp | o prabationperiod.

The financial institution must providesic AML/CFT trainingo all employeest least every
year.Some categories of employees should receive additional, specialized training according
to their roles. Please refer to Sectik®8 of this Chapter for infanation.

Training will alsoneed to bearried outmore frequeny to meet the requirements BIAML
Regulations 2018f new legislatiornor significant changes to thitandbookare introduced, or
where there have been significathnological developm&nwithin the financial institution
or with the introduction of new products, services or practices.

12.7 Content of Training

In providing the training requirgdursuant td&Regulation 22(1)(c) dFIAML Regulations 2018
and thisHandbookthe financial institution must

(@ provide appropriate training to directors, officers and employees to enable them to
competently analyse information and documentasonas to enable them to form an
opinion on whether the transactions and actions mainked to money laundering or

terrorism financing;
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(b)  detail procedures that needaefollowed ifany links to money laundering or terrorism
financing have been identified;

(c) prepare and provide to employees a copy, in any format, of the financial institgtion
policies, procedures and controls manual for AML and CFT; and

(d)  ensure employees are fully aware of all applicable legislative requirements.

In accordance witlRegulation 22(1)(c) oFIAML Regulations 2018the ongoing training
provided by the financiahstitution shall cover

(@ the FIAMLA, FIAML Regulations 2018any AML/CFT Code issued by ti&sCand
this Handbook

(b)  the implications of nomwompliance by employees to requirements of FIAMLA,
FIAML Regulations 2018any AML/CFT Code issued by tf#SCand this Handbogk
and

(c) the financi al i nstitution’s policies, p I

foreseeing, preventing and detecting ML &ikd

The financial institution must ensure that the ongoing training providddeotors, officers

and enployeesalso coversto a minimum:

(@) the requirements for the internal and external disclosing of suspicion;

(b)  the criminal and regulatory sanctions in place, both in respect of the liability of the
financial institution and personal liability fondividuals, for failing to report
information in accordance with the policies, procedures and controls of the financial
institution;

(c) the identity and responsibilities of the MLRO, CO and Deputy MLRO;

(d)  dealing with business relationships or occasional &@iens subject to an internal
disclosure, including managing the risk of tipping off and handling questions from
customers;

() those aspects of the financial institutio
TFrisks, together with the principal vidrabilities of the products and services offered
by the financial institution, including any new products, services or delivery channels
and any technological developments;

0] new developments in ML andF, including information on current techniques,

methodstrends and typologies;
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(g9 the financi al i nstitution’s policies, pro
awareness, particularly in relation to the application of CDD measures and the
management of high risk and existing business relationships;

(h)  theidentification and examination of unusual transactions or activity outside of that
expected for a customer;

) the nature of terrorism funding and terrorist activity in order that employees are alert to
transactions or activity that might be terrorslated;

(), the vulnerabilities of the financial institution to financial misuse by PEPs, including the
effectiveidentification of PEPs and the understanding, assessing and handling of the
potential risksaassociated with PEPs; and

(k) UN, EU and other sanctions and the finan

handle natural persons, legal persons and other entities subject to sanction.

The list included above is nexhaustive and there may be other areas the financial fiwstitu
may deem appropriate to includeased on the business of the finanamstkitution and the
conclusionf its business risk assessments

12.8 Additional Training requirement

The financial institution shall also identifgmployeeswho, in view of their particular
responsibilities, should receive additional and ongoing training, appropriate to their roles, and
it shall provide such additional training.

This section set out those categorieseofployeewho are to be provided with diional
training, together with the particular focus of the additional training provided. The categories
below are not exhaustive and the financial institution may identify aimaoyeesvho it
considers require additional training.

128.1 TheBoardand Senior Management
The Board and senior management must receive adequate training to ensure they have the
knowledge to assess the adequacy and effectiveness of policies, procedures and controls to

counter the risk of ML and TF.

The additional training provided to tiB®ardand senior management must includdeast,a
clear explanation and understanding of:
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l

T

128.2TheMoney Laundering Reporting Officer and Deputy Money Laundering

offences and penalties arising for a@porting or for assisting money launderers or

those involved in terrorist financing;

requirements for CDD including verification of identity and retention of records; and

in particular, the application of the finac i a | I n s tbasedustrategynands

procedures.

Reporting Officer

Ongoing professional development, including participating in professional assocetidns
conferencegs vital for MLROs/ DMLROsIn addition,MLROs and DMLRO should receive

in depth training on all aspects of the prevention and detectidMLaGfF, including but not

whi ch

t

ri

he

limited to:

(& AML/CFT legislative and regulatory requirements;

(b)  theinternational standardsn d r equi rement s on
namely the FATF 40 Recommendations and MLtypology reports that are relevant
to their business;

(c) the identification and management of ME/risk;

(d)  the design and implementation of internaltegss of AML/CFT control;

(e) the design and implementation of AML/CFT compliance testing and monitoring
programs;

() the identification and handling of suspicious activity and arrangements and suspicious
attempted activity and arrangements;

() the money launderghand terrorist financing vulnerabilities of relevant services and
products;

(h)  the handling and validation of internal disclosures;

) the process of submitting an external disclosure;

()] liaising with law enforcement agencies;

(K) money laundering and terrorist financing trends and typologies;

() managing the risk of tipping off.
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12.8.3The Compliance Officer

The COis responsible foensuring continued compliance with the requirements of FIAMLA
andFIAML Regulations 201&nd having an overall oversight of the program for cotmgat
money laundering and terrorism financing amongst others (Regulation 22@ AL
Regulations 2013

The CO should receive in depth training on all aspects of the prevention and detection of
ML/TF, including but not limited t¢ addressing the monitoring and testing of compliance
systems and controls (including details of
place to prevent and detédt. andTF.

94



FSC AML/CFT Handbook

Chapter 13: Independent Audit

13.1 Introduction

This chapter is designed to assist financial institutions in meeting their regulatory and legal

requirements through independent compliance audit.

Regulation 22(1) (d) of thElAML Regulations 2018equires that financial institutions shall
have in place an audit function to review and verify compliance with and effectiveness of the
measures taken in accordance with the FIAMLA and FIARHgulations 2018

An AML/CFT independent audit is a vital elem@rf any effective compliance programme for
financial institutions. By virtue of the FIAMLA and FIAMIRegulations 2018there is a
statutory obligation on every financial institution to have in place an audit function which will
allow the reporting entityo evaluate its AML/CFT programme and to ascertain whether the
established policies, procedures, systems and controls are adapted with the money laundering
and terrorism financing risks identified. The objective of an independent audit is to form a view
of the overall integrity and effectiveness of the AML programme, including policies,

procedures and processes.

Conducting a successful independent audit enables a financial institution to ensure that its
policies, procedures and controls remain up to da&epgnise deficiencies in regulatory
compliance system and develop ways to remediate the breaches in order to be compliant with

the prevailing legislation.

13.2 Scope of independent audit

In line with international best practices, the independent audit exercise should-basesk
|l ndependent audi t is the financi al institut

ensure that the AML/CFT independent audit is tailored toithefan c i a | institutio

The scope of the independent audit exercise is mainly a verification of the AML/CFT risk faced

by the financial institution.
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Typically, every independent audit should mandatorily test compliance in the followirg non

exhaustve areas:

AML/CFT policies and procedures;

Internal Risk Assessment;

Risk Assessment on the use of thpakty service providers (Outsourcing);
Compliance Officer function and effectiveness;

MLRO function and effectiveness;

= =/ =4 A4 A -2

Implementation and Effectivenesd Mitigating Controls, including customer due
diligence and enhanced measures;

AML/CFT Training;

Record Keeping Obligations;

Targeted Financial Sanctions; and

= =A =2

Suspicious Transaction Monitoring and Reporting.

If a financial institutionrelies on automatesystems or manual processes to implement its
AML/CFT programme, the reliability of these systems and processes should also be considered

during the independent audit on a flsksis.

13.3 Choosing the Audit Professional

Regulation 22 (1) (d) of the FIAMRegulations 2018equires the audit process to be carried

out independently. This implies that the person or firm conducting the audit should be

i ndependent and must not be involved in the
risk assessménor the establishment, implementation or maintenance of its AML/CFT

programme.

The audit function should therefore be independent of, and separate from the operational and
executive team dealing with the AML/CFT processes of the financial institutian.

independent audit review may be conducted by an internal or external audit professional.

The person or firm conducting the audit should have the necessary skills, qualifications,
relevant experience of the audit process, have a proper understantieg~0AMLA and its
supporting regulations as well as sufficient knowledge of the financial institution industry. In

order to ensure that the audit is properly conducted as required under the FIAMLA and FIAML
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Regulations 201,8he audit professional needsprovide quality recommendations, so that the

financial institution can use the findings and recommendations to improve upon deficient areas.
13. 3.1 Assessing the “independence” of

In all cases, the financial institution mustdagisfied and able to demonstrate that the person

or the firm undertaking the audit is adequately independent from the area of the business
function responsible for risk assessment and AML/CFT programme, and ensure that there are
no conflicts of interest.Therefore, the independent audit may be conducted by-houise

audit professional not involved in the development and implementation of the AML/CFT
programme or outsourced to external accountants or independent consultants duly regulated or

registered b relevant competent authorities.

When sourcing an external audit professional to conduct the audit, the financial institution
should conduct some level of due diligence as listed in Section 13.3 to confirm the proposed
or selected professional candidates the requisite competence. The criteria considered by the
financial institution when assessing the independence and relevant experience of the external
audit professional to effectively perform the audit, should be properly documented and shall

be madevailable to the Commission upon request.

In order to assess the independence of the audit professional, the financial institution should

ensure that the following neexhaustive pertinent areas are addressed:

1 Was the audit professional involved inthe#del opment of the entity
Or the creation, implementation or maintenance of the AML/CFT programme?

1 Does the audit professional have financial interest in the business? If yes, would their
interests be harmed by the results of the auddouold there be influence over the audit
outcome?

1 Does the audit professional have any relationship with any shareholder, director, senior

management and or employees?

13.4 Frequency of the Independent Audit

The frequency and extent of the review shou

nature, context, complexity and internal risk assessment.
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All financial institutions should consider the appropriateness and effectiveness of its
compliance arrangemtmand its policy for the review of compliance at a minimum annually,

or whenever material changes to the financial institution or legislative and regulatory
obligations occur. However, the financial institutions can determine for themselves the
frequencyto have their audits conducted. The greater the AML risk of the financial institution,
and of the rate of change of the financi al

frequency of audit.

For any business that does not have clients duringgfiweting period, the financial institution
must ascertain the frequency to conduct its independent dudiay be appropriate that the
audit cycle be extended if the financial institution has no clients and no clients have been

onboarded or exited sir the previous independent audit is conducted.

Forafinancial institution thats in process of being wound up, it is recommended that at least
one final independent audit is carried out until the financial institution is no more considered

as a reportig entity under the FIAMLA

The basis for the audit frequency must be cl
policy and scope.

13.5 Key components of the AML/CFT programme

The independent audit report must express views on whether théGRNILrisk assessment

and the AML/CFT programme comply with the requirements of FIAMLA and supporting
legislations and whether the programme is functioning effectively in practice as required and
intended, and has been over the course of the periodindlBpendentaudit will involve
obtaining a good understanding of the financ
documents, file testing, testing of the live application of policies and procedures, and
interviewing a crossection of players. Teh audit process must have sufficient depth and

breadth to support the findings and to make the report worthwhile.

Within the framework of the AML/CFT programme itself, the independent audit shall inter

alia:

- address the adequacy of AML/CFT risk assessnecitiding whether it addresses the
specific business activities of that particiaancial institution
- test compliance of the financi al i nstitoa

procedures with the FIAMLA, FIAMLRegulations 2018 and the AML/CFT
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Handbook and a general review of the effectiveness of the compliance function
considering the risks identified through the risk assessment;

- assess the employees’ adherence to the AN

- assess employees’ k nowl esgutens,oglidartcdy end A ML /
policies & procedures;

- examine the adequacy of Customer Due Diligence (CDD) and Enhanced Due Diligence
(EDD) policies, procedures and processes, and whether they comply with-leiggier
internal requirements in the financialstitution. This may include considering the
adequacy of onboarding paperwork and considering the adequacy of enhanced
measures against the findings of the risk assessment;

- conduct appropriate customer file testing, with particular emphasis on high risk
opeaations (products, service, customer and geographical locations);

- examine the adequacy of the policies and procedures as well as the processes for
identifying and reporting suspicious transactions promptly;

- if an automated system is not used to identifgggregate large transactions, the audit
should include sample test of how the compliance officer conducts monitoring;

- conduct appropriate transaction file test
not suspicious) internal suspicious transaxgioeports, to determine the adequacy,
completeness and effectiveness of the STR filing process;

- examine the adequacy of the policies and procedures as well as the processes for
screening for targeted financial sanctions as well as implemeptiolibitions,
freezing assets, and reporting to competent authorities;

- review how thdinancial institutions screening for targeted financial sanctions without
delay when onboarding clients or conducting transactions and when the lists are
updated (withm hours), and the appropriateness of periodic screening frequency;

- conduct appropriate testing of TFS screening records, including a review of false
positives, to determine the adequacy, completeness and effectiveness of the TFS
process;

- examine the inte@y and the accuracy of the management information systems use in
the AML compliance programme; and

- assess training adequacy including its comprehensiveness, accuracy of materials,

training schedule and attendance tracking.
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Overall, the audit professionahould decide whether the audit coverage and frequency are

appropriate to the risk profile of the financial institution.
13.6 Audit outcome, report and recommendations

The audit will result in a signed and dated written report by the audit professional to ensure

that the audit programme:

1 covers all relevant components of the compliance programme as required under
FIAMLA and relevant regulations;

1 was adequate and effaatithroughout a specified period,;
identifies areas where tfieancial institutiondid not meet minimum legal or regulatory
standards, and include actions that are required to rectifcommpliance as well as
identifying areas for recommended changebehaviar and practice to improve the
effectiveness of the AML/CFT progr amme
indication of where there are potential failings and a recommended course of action.

A key element of the whole audit process is effective ¥ollp. Failure to address

recommendations and findings of previous audits shbalded flagged to the board or

audit committee and will be in any regulatory inspection. The findings of the independent

audit report, highlighting recommendations and defiiesy should be reported to senior

management and to theard ofdirectors.

It is the responsibility of théoard of directors of the financial institutions to take
appropriate corrective actions to remediate any issues identified indieygendenaudt

report within the specified timelines.
13.7 Filing to the Commission

Financial institutions are not required to file their independent audit report with the
Commission periodically. However, the financial institution shall file its independent audit

report for a specified period, upon the request of the Commission.

All independent audit documentation, includimger alia, work plan, audit scope, transaction
testing, should also be properly documented and shall be made available to the Commission

uponrequest.

The Commission mapter-alia, request the following information:
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(i)

(if)
(iii)

(iv)
(V)
(vi)

whether the financial institution has adequate policies and procedures in place for
independent audit exercise;

what AML/CFT issues have been identified,

what are the controls and procedures in place to ensure that all risks identified are
remediated in a timely manner;

when the financial institution has conducted its last independent audit;

when the next independent audit exercise would be scheduled;

whether, from a corporate governance perspective, the financial institution is
considering of rotating the audit professional after performing audit after a specific

number of years, as it deems appropriate.
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Annex 1:List of Acronyms

Acronyms
AML
AML/CFT
CDD

CFT

CO
DMLRO
EDD
FATF
FIAMLA

FIAML
Regulations 2018

FIU
FSC
ML
MLRO
TF

Full Terms

Anti - Money Laundering

Anti - Money Laundering an@ombattingof Terrorism Financing
Customer Due Diligence

Combating Financing of Terrorism

Compliance Officer

Deputy Money LaunderinBeporting Officer

Enhanced Due Diligence

Financial Action Task Force

The Financial Intelligence and ArtMoney Laundering Act

The Financial Intelligence and ArtMoney Laundering Regulations
2018

Financial Intelligence Unit

Financial Services Commission
Money Laundering

Money Laundering Reporting Officer
TerrorismFinancing
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